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Backdoor Mitigation Based on Feature Disentanglement
with Maximum Mean Discrepancy
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Abstract Backdoor attacks pose a significant threat to the security of neural networks by inserting backdoors into the
models through dataset manipulation or parameter modification. Backdoor mitigation methods aim to remove potential
backdoors from models and prevent input samples from triggering backdoor mechanisms that produce incorrect classifica-
tion results, thereby ensuring the overall security of neural networks. To address the limitations of existing backdoor miti-
gation methods, such as poor adaptability and suboptimal performance, a Backdoor Mitigation method Based on Feature
Disentanglement with Maximum Mean Discrepancy is proposed. The activation distributions of backdoor samples on
backdoor neurons differ markedly from those of clean samples, typically exhibiting higher activation values, and this gap
further widens as the attack success rate increases. The proposed Layer-wise Masking Suppression and Feature Disentan-
glement methods aim to adjust the weights of selected neurons, progressively narrowing the discrepancy in activation dis-
tributions between clean and backdoor samples, thereby achieving effective backdoor mitigation. The Layer-wise Masking
Suppression method is grounded in the uneven distribution of backdoor neurons across network layers. By applying dif-
ferent mask initialization ratios at various layers, the method disrupts the potential association between backdoors and tar-
get labels while preserving the model's normal feature extraction capability, thereby achieving backdoor mitigation. Addi-
tionally, considering that different neural networks vary in their feature extraction modules but typically share high simi-
larity in their classifier modules, the proposed method focuses on feature disentanglement in the classifier module. The
method separates benign features from backdoor features in the feature space, further weakening the influence of backdoor
features. Meanwhile the association between benign features and their corresponding labels is reconstructed, thereby
achieving comprehensive backdoor mitigation. Experiments conducted on the Datacon2023-Al dataset demonstrate that
the proposed backdoor mitigation method reduces the attack success rate of trigger-embedded samples by 88.65%, with
only a 4.08% reduction in clean sample classification accuracy, out-performing existing backdoor mitigation methods.
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rameter @ and the Ist layer weight in the classifier

Fine-tuning  Purification  dataset

W' learning raten ,weight coefficient A, masking op-

eration Ratio ¢, the linear layer of the classifier ¢
&t : Benign model M
1: FOR /<0 to |w| DO

2:  R! ~ Uniform(0,1)

3: m! =I[R' <&
4: 7' ~ Uniform(0,1)
5. ml=m om' +(1-m) A(m' &Z")
6 END FOR
7: FOR e<E DO
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9: oL(M(,),y,)
N
00
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¢ o, o,

11:  0=0-n0g,

12: W =W -nlgy

13: END FOR

14:  RETURN Benign model M’
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Table 1 Overview of datasets

Dataset Training Size Sample Size Classes
CIFAR10 50000 32x32x3 10
FashionMNIST 60000 28x28x1 10
MNIST 60000 28%28x1 10
GTSRB 39209 32x32x3 43
ImageNette 9469 224%224x%3 10
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Table 2 Comparison of the performance with and
without the layer-wise masking suppression method

W/O W/
Acc  ASR  Acc ASR

Dataset Net Attack

GoogLeNet WaNet 69.50 8.04 69.13 8.60

MobileNet - iNets 6690 11.06 6670 855
-V3-large

ResNet18 Refool  66.74 6.14 6759 5.19
Blended 61.89 3.11 6338 4.11
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Table 3 Comparison of activation vectors and
weight-based disentanglement

Activation Vectors Weight-Based
Dataset Net Attack

Acc ASR Acc  ASR

GoogLeNet WaNet  63.05 1424  69.13  8.60

MobileNet BadNets  64.95 11.06  66.70 8.55
CIFARI0 -V3-large

ResNet18  Refool 62.32 6.98 67.59 5.19

Swin-v2-t Blended 54.33 11.14 6338 4.11
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Figure 8 Impact of different quantities of clean samples on backdoor mitigation effectiveness
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Table 4 Comparison of data-dependent backdoor mitigation results

No defense ANP BCU NAD FST Our method
Dataset Net Attack
Acc ASR  Acc ASR Acc ASR  Acc ASR Acc ASR Acc ASR
GoogLeNet WaNet 71.34 7784 4497 646 6741 5373 7042 1453 66.71 11.59 69.32 8.02
MobileNet-V3-large BadNets  75.60 95.18 2585 1.34 66.79 77.21 7031 56.55 6858 14.69 67  9.16
CIFAR10 ResNet18 Refool 76.77 78.48 71.86 3854 67.65 11.58 68.05 8.69 69.09 12.05 6745 8.18
VGG11 Refool 83.54 80.33 8336 77.29 7249 29.62 69.48 2576 7749 34 74.67 24.62
Swin-v2-t Blended  72.94 93.02 7121 87.22 63.79 4724 68.84 4135 60.78 2.57 62.73 495
AlexNet MNIST BadNets  91.66 99.93 8336 77.29 90.18 29.73 8095 5542 8872 895 87.01 134
LeNet MNIST Refool 90.42 99.46 90.30 94.76 86.16 7558 87.99 7545 86.56 0.33 87.74 3.32
FashionMNIST ~ MobileNet MNIST WaNet 89.47 7518 7692 2859 8878 7.68 86.65 8.70 78.66 4.19 8458 2091
ResNet MNIST Refool 90.99 97.09 89.95 94.56 89.86 63.82 90.01 733 88.61 091 8625 0.76
VGG11_MNIST PhysicalBA 74.08 97.53 89.95 94.56 7525 47.82 923 4336 87.72 0.66 8486 22
RegNet-y-400mf WaNet 96.39 9543 53.88 10.65 92.54 50.03 9292 0.88 92.11 3.15 91.1 0.1
ShuffleNet-V2-x0.5 Blended  91.65 96.62 56.30 20.88 86.76 56.28 93.5 50.03 8437 165 82.66 3.56
CTSRB Swin-v2-t Refool 9732 97.83 9735 9695 96.64 9520 87.70 2.13 88.86 1.13 9027 1.71
Wide-ResNet50 WaNet 9498 97.51 1877 1790 89.21 5048 8500 0.94 88.02 0.15 8896 0.84
AlexNet_MNIST Blended 9543 99.30 98.18 96.53 96.53 8.64 99.01 3391 98.62 1.09 9855 0.52
LeNet MNIST Refool 98.41 9191 9851 29.79 98.43 4759 9853 6489 9732 0.12 9731 0.26
MNIST MobileNet MNIST Refool 98.00 99.99 94.03 17.24 97.44 2790 97.40 31.06 9496 0.26 97.04 0.25
ResNet MNIST Blended  98.70 99.79 91.10 54.12 98.49 53.52 98.57 50.79 98.11 1.56 97.92 048
VGGI1_MNIST Refool 98.60 8228 98.70 71.55 9857 6.12 9871 59.56 98.09 0.33 9824 0.27
Average 89.01 92.51 75.50 53.48 85.02 39.45 86.12 36.7 8491 6.01 8492 3.86
Standard Deviation 13.51 39.03 3.99 53.05 2.89 5581 4.10 8650 4.08 88.65
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Table 5 Comparison of data-free backdoor mitigation results
No defense CLP OTBR Our method
Dataset Attack
Acc ASR Acc ASR Acc ASR Acc ASR
Lateg;i ack- 7233 99.98 69.52 14.01 7032 7.56 70.50 327
CIFAR10 COMBAT 87.04 96.23 8331 18.43 86.07 9.73 84.03 8.02
LOTUS 93.8 91.7 90.53 46.5 87.07 9.93 86.18 2.19
BadNets 87.26 99.79 85.29 21.43 84.32 13.16 84.15 6.69
ImageNette
Blended 87.59 96.91 82.86 16.21 84.56 8.97 83.41 7.62
Average 85.604 96.922 82.302 23316 82.468 9.87 81.654 5.558
Standard 330 73.60 3.13 87.05 3.95 91.36
Deviation
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