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Abstract With the advent of the Internet of Things (IoT) era, there has been a rapid proliferation of IoT devices. Howev-
er, this growth has also created a fertile breeding ground for IoT attacks. Among them, botnets pose a significant risk with
their high level of threat and potential for destruction, demanding an efficient detection solution for IoT botnet. However,
the immense volume of real-time traffic presents a major challenge to detection. Therefore, we propose a lightweight IoT
botnet detection method called FC-Bot based on flow point aggregation, which not only achieves lightweight detection but
also ensures privacy preservation. FC-Bot innovatively introduces a flow aggregation module that transforms network
flows into transactions by combining the HDBSCAN algorithm, enabling the detection of IoT botnet from a high-
er-dimensional perspective. Firstly, flow data is pre-grouped based on source and destination IP addresses, and each group
is divided into flow points according to a time window. These flow points are then aggregated into transactions using the
HDBSCAN algorithm. This approach effectively addresses the issue of time synchronization for flow data and enables the
aggregated behavior to reach a collective level, facilitating the differentiation between normal traffic and botnet traffic
from a transactional perspective. Finally, we extract feature fingerprints from these transactions and convert them into fin-
gerprint images, which are then subjected to classification using convolutional neural network (CNN) for detection pur-
poses. In the evaluation experiments conducted on publicly available datasets, FC-Bot achieved an impressive F1 value of
95.04%, demonstrating the effectiveness of our proposed solution. Compared to four advanced detection methods, FC-Bot
exhibited a low false alarm rate of only 3.06% and achieved a maximum improvement of up to 4.30%, indicating its supe-
rior performance. Additionally, in real-world scenario evaluations, FC-Bot achieved an F1 value of 92.59%, providing a
lightweight and effective detection solution for the [oT botnet.
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Figure 7 The generated fingerprint image
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Figure 8 Convolutional neural network architecture
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Figure 13 Comparison of experimental results between FC-Bot and advanced models
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