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Abstract Accurate identification of malware categories has become a critical component of modern digital defense. Ex-
isting Ap-plication Programming Interface (API)-based classification methods often fail to capture call-structure relation-
ships ad-equately and provide insufficient behavioral semantic representation. To address these issues, this paper proposes
a malware classification method based on API call graphs and external knowledge. First, the Control Flow Graph (CFG) of
each binary function is used to construct an intra-function API call subgraph, which is then embedded into the Function
Call Graph (FCG) to generate an API Call Graph (ACG) for the malware sample, thereby capturing intra-function API call
paths and inter-function dependencies. Second, external knowledge, including API descriptions, parameters, and re-turn
values, is collected through web crawling from official documentation to enrich the semantic representation of API nodes.
Finally, Bidirectional Encoder Representations from Transformers (BERT) and Graph Convolutional Networks (GCN) are
combined to jointly learn the lexical semantics of API descriptions and the structural dependency semantics of API call
graphs, enabling deep representation of malware behavior. Experimental results on diverse malware datasets show that the
proposed method significantly outperforms existing baselines and achieves an F1-score of 97.8%. Inter-pretability experi-
ments further demonstrate that the method can clearly identify key features and critical paths associat-ed with malicious
behavior.

Key words malware; BERT pre-trained model; natural language processing; graph convolutional networks; API call
graph
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