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Abstract The design of industrial control protocols, as a primary condition for ensuring the stable operation of the in-
dustrial internet, has gradually become a research hotspot in industrial control technology. However, the data transmitted in
the industrial internet often includes system operation status and equipment-collected information. Once security vulnera-
bilities exist in the protocol, it may not only lead to the leakage of industrial private data but also serve as a way for hack-
ers to invade industrial control networks, jeopardizing the security of the entire industrial internet system. Researchers
have employed various methods to analyze the security of industrial control protocols, most of which rely on fixed attack
frameworks or are solely based on protocol packet analysis. However, when using such methods to evaluate the security of
industrial control protocols, the results often fail to comprehensively reveal potential attack paths or the actual operational
state of the protocol. This study takes the Modbus/TCP protocol as the research object and systematically evaluates its se-
curity using the Colored Petri Net (CPN) formal analysis method and the Smod penetration testing method. The results
demonstrate that the CPN formal analysis method can comprehensively analyze the state space and interaction processes
of the protocol, while the Smod penetration testing method, constrained by its predefined attack framework and test cases,
struggles to achieve complete coverage of the operational state of Modbus/TCP protocol. Furthermore, based on the Do-
lev-Yao attacker model, this study utilizes state space analysis tools to conduct an in-depth analysis of the protocol, suc-
cessfully identifying three new types of man-in-the-middle attack vulnerabilities in the Modbus/TCP protocol. Compared
to existing evaluation methods, the CPN formal analysis method not only detects anomalies in communication packets
through the operational process of protocol but also uncovers multiple potential adversarial attack paths, providing a more
systematic and comprehensive analytical framework for the security assessment of industrial control protocols.

Key words industrial internet; industrial control protocol; Modbus/TCP protocol; Colored Petri Net formal analysis me-
thod; Smod penetration testing method
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Adverary_Net2'Recv" 1: empty S

ModbusTCP'Send 1: empty
ModbusTCP'Send' 1: empty
ModbusTCP'Recv 1: empty
ModbusTCP'Recv' 1: empty
Adverary_Net1'Send 1: empty
Adverary_Net1'Send' 1: empty
Poll'Recv' 1: empty

Poll'Send 1: empty

Poll'TI 1: empty

Poll'PI 1: empty

Poll'L 1: empty

Poll'UI 1: empty

Paoll'fc 1: empty

Poll'data 1: 1" Red

Pol'Mbap 1: empty

Poll'PDU 1: empty
Poll'Receive_Data 1: 1" Open
Poll'SP 1: empty

Poll'SP' 1: empty

ListliveTrs()  Valit=[]: TL.TransInst list

ListDeadTis() val it = [] : TL.TransInst list

Poll'NUM 1: 17 ()

v

8 Modbus/TCP RIGIRENEITEIRLER
Figure 8 Query results of the Modbus/TCP original model
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Table 5 Comparison of state spaces for Modbus/TCP
protocol attack models

Fh JEARET  TRIL/DoS Wil i A Bl
RAEZERTT R 13 2570 936
Ak 14 6163 2241
SHRIDEIN 1Y A 13 2570 936
S I 14 6163 2241
HEAT R 1 64 48
HEARIT 0 4 0
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Table 6 Classification rules for dead markings
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Receive_Check JJT 40 75 HiH 42 RN 4005 58 O 26715 R
FhEL; exists(p, DERECRIHFESIZR | P&l 2 RS p
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Table 7 Query functions of dead markings
BTN SML 1) gk
S, length(ListDeadMarkings()) 64

val AttLog2 = let
fun checkPlacel x=Mark.PolI'NUM 1 x
fun checkPlace2 y=Mark.SlaveNUM 1 y
fun checkPlace3 z=Mark.Poll'Reply Check 1 z
fun checkPlace4 w=Mark.Slave'Receive_Check 1
w
fun exists(p,l)=if 1 = [] then false else
S, if p=(List.hd 1) then true else exists (p,List.tl 1); 1
In PredAlINodes (fn a => size(checkPlacel a)=1
andalso size(checkPlace2 a)=2 andalso (OutArcs
a)=[] andalso exists(List.hd (checkPlace3 a),
(List.hd (checkPlace4 a)))=true andalso List.hd
(List.hd (checkPlace4 a))=List.hd (List.tl (List.hd
(checkPlace4 a))))
end;
val AttLog3 = let
fun checkPlacel x = Mark.Poll'NUM 1 x
fun checkPlace2 y = Mark.Slave'NUM 1 y
fun checkPlace3 z = Mark.Poll'Reply Check 1 z
fun checkPlace4 w = Mark.Slave'Receiv_Check 1
wfun exists(p,])= if 1 =[] then false Else
if p=(List.hd 1) then true else exists (p,List.tl 1);
in PredAllNodes (fn a =>size(checkPlacel a)=1
andalso size(checkPlace2 a)=2 andalso (OutArcs
a)=[] andalso exists(List.hd (checkPlace3 a),
(List.hd (checkPlace4 a)))=true andalso List.hd
(List.hd (checkPlace4 a))<>List.hd (List.tl (List.hd
(checkPlace4 a))))
end;
val AttLog2 = let
fun checkPlacel x=Mark.Poll'ReceiveData 1 x
fun checkPlace2 y=Mark.Slave'NUM 1 y
fun checkPlace3 z=Mark.Slave'Receive Check 1 z
In PredAlINodes (fn a =>size(checkPlacel a)<>0
andalso size(checkPlace2 a)=0 andalso List.hd
(checkPlace3 a)=empty andalso (OutArcs a)=[])
end;
val AttLog3 = let
fun checkPlacel x=Mark.Poll'ReceiveData 1 x
fun checkPlace2 y=Mark.Slave'NUM 1 y
Ss In PredAlINodes (fn a =>size(checkPlacel a)=0 4
andalso size(checkPlace2 a)=1 andalso (OutArcs
ay=1)

end;
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Mark.Poll'Reply_Check 1 934;
Mark.Slave'Receive_Check 1 934;
Mark.Slave'Slave_Send 1 934;
Mark.Slave'NUM 1 934;
Mark Adverary_Net2'A2_T2 1 934;
Mark.Poll'ReceiveData 1 934;
val it = [({L="0006",PI="0000",TI="0001",UI="01"},("0x01",Red))] : MSG1 ms
val it = [[({L="0006",PI="0000",TI="0001",UI="01"},("0x05",RedOpen))]]
1 LMSG1 ms
val it = [({L="0006",PI="0000",TI="0001",UI="01"},("0x05",0pen))] : MSG2 ms
val it = [()] : UNIT ms
valit =
[({L="0006",PI="0000",TI="0001",UI="01"},("0x01",0pen)),
({L="0006",PI="0000",TI="0001",UI="01"},("0x01",0pen))] : MSG2 ms
val it = [Open] : RData ms

9 934 TIRHIEMER
Figure 9 Detailed information of node 934

2) 2] NBeeh: i NodeDescriptor() B
oot 117 BPESS sd-AT 40, 73 b4 AR W,
Yok 5 O3 o sk 5 0 BEAT 1045, 10 2 5K sk IF:
AREBEWEEATE R . AWE 5 FRPEAARIT Slave
BERAIE 6 I ACARIE Adversary Netl PN #5784
A BLRIR, 2k R Sk B ((TI="0001",P1="0000",
L="0006",UI="01"),("0x01",Red)) % M ¥t . 7FBili &
WId Adversary Netl 8RR IR 3= 0k A ik 42 3 )
R EE, B %I AT iR g, AR R
JJi OriginalMessage " {RAFE )V E, Dt T —
N # 3¢ ((TI="0001",PI="0000",L="0006",UI="01"),
("0x0",Close)). #RTMI, SZhz il £ Slave F%Y
FIZERT NUM A LURIA, b I R RGRAERIE K,
WARPATAEMT a7 2o R FRU B Ot (1) e N3 S,
F 4k Poll A7 A [ i RData 25 1) £ “Close” R A& 4L
oo BTt Dyt 10 i W iR SC e R e i S T
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(PRRASHHE o 1X 3R B B 2 i Dy b4 7 45 1 R,
Ehate T Ml RY e B AS L, AN IT A 3 ok a3 DA A LRl
B A A Nl 1A R s o RS 2P a) NI
i AR I 10 s,

Mark.Poll'Reply_Check 1 117;
Mark.Slave'Receive_Check 1 117;
Mark.Slave'Slave_Send 1 117;
Mark.Slave'NUM 1 117;
Mark.Adverary_Net2'A2_T2 1 117;
Mark.Poll'ReceiveData 1 117;
val it = [({L="0006" PI="0000",TI="0001",UI="01"},("0x01" ,Red))] : MSG1 ms
val it = [[]] : LMSG1 ms
val it =[] : MSG2 ms
val it =[] : UNIT ms
val it = [({L="0006",PI="0000",TI="0001",UI="01"},("0x01" Close))] : MSG2 ms
val it = [Close] : RData ms

10 117 HREERER
Figure 10 Detailed information of node 117

3) H=Rrpa) Nty B A T Euh ik
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% B D A A O 5 R AR B e AN UM
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6 UE VH JE TR 5 55 4k BEAR VRN B SObR U A IE 1, A
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Wt # 45 T A5 o Kk, 78 Poll NFBILAL Y, FEfT
RData {50 2%, R F 0l AR B s AT A
RO L FARSE = RBGE & Mt A an 11 s

Mark.Poll'Reply_Check 1 868;
Mark.Slave'Receive_Check 1 868;
Mark.Slave'Slave_Send 1 868;
Mark.Slave'NUM 1 868;
Mark.Adverary_Net2'A2_T2 1 868;
Mark.Poll'ReceiveData 1 868;
val it = [({L="0006",PI="0000",TI="0001",UI="01"},("0x01",Red))] : MSG1 ms
val it = [[({L="0006",PI="0000",TI="0001",UI="01"},("0x05",RedClose))]]
: LMSG1 ms
val it = [({L="0006",PI="0000",TI="0001",UI="01"},("0x05",Clase))] : MSG2 ms
val it = [()] : UNIT ms
valit =
[({L="0006" PI="0000",TI="0001",UI="01"},("0x05",Close)),
({L="0006",PI="0000",TI="0001",UI="01"},("0x05",Close))] : MSG2 ms
val it =[] : RData ms

11 868 TImHYI¥AIER
Figure 11 Detailed information of node 868
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Figure 12 Industrial internet security detection and analysis virtual-physical experimental architecture
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Figure 13 Industrial internet security detection and analysis virtual-physical experimental platform
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use modbus/scanner/uid
SMOD modbus( ) > set RHOSTS 192.168.3.140
SMOD modbus( ) > ex
exit exploit
SMOD modbus( 1> exnloit

Module Brute Force UID Start
[+1.Start Rrute Force IITD on - 192.168.3.140
[+ _UID on 192.168.3.140 is :

SMOD >

il

15 modbus/scanner/uid 3N
Figure 15 Testing and evaluation of mod-
bus/scanner/uid module
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