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Abstract  Traffic identification technologies have evolved as a key component for modern network protection and
management systems. These technologies enable network administrators to promptly detect and halt the spread of
malicious activities, as well as carry out critical optimizations of network resources. In recent years, the growing emphasis
on data security has led to the widespread adoption of encryption protocols across various network services and
applications. These encryption protocols are engineered to secure the content of communications and add an extra layer of
data confidentiality. Although this method can effectively enhance the confidentiality of data, it also brings new challenges
to network management. After the change of encryption algorithm, the payload no longer has obvious character features,
so the traditional traffic identification methods cannot effectively identify the encrypted traffic. For this reason, researchers
have conducted a lot of research on encrypted traffic identification techniques. In this paper, we firstly introduce the basic
concept of traffic identification, including the research of identification objects and mainstream encryption protocols; then
we sort out the current urgent encryption tasks based on the bottom-up perspective of the protocol stack according to
different scenarios. Secondly, we summarize and compare the current existing encrypted traffic identification methods, and
compare the encrypted traffic identification methods based on deep packet inspection, traditional machine learning, and
deep learning. Based on the advantages of multi-dimensional information fusion and the powerful learning ability of deep
learning, the multi-modal hybrid method is expected to be a breakthrough technology for encrypted traffic recognition in
the future. Conclusively, in light of current research advancements, this paper provides a forward-looking perspective on
the future development vectors for encrypted traffic identification technologies. It aims to serve as a cornerstone document,
assisting both academic researchers and industry professionals in navigating the complexities and challenges of encrypted
traffic identification in a rapidly evolving digital landscape.
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