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Abstract Linear cryptanalysis is one of the important statistical cryptanalytic methods for block ciphers. Since the early
1990s, Matsui proposed linear cryptanalysis, and many scholars have researched the properties of linear cryptanalysis and
proposed all kinds of promotion methods based on linear cryptanalysis. They have obtained numerous brilliant achieve-
ments. Among them, multidimensional linear cryptanalysis is a kind of extremely important method. Under the right and
wrong keys, the squared correlation of a linear approximation has Gamma distributions with different means. Based on
this property, linear cryptanalysis can perform recovery key attacks. Multidimensional linear cryptanalysis uses all
non-zero linear approximations in linear subspace and combines multiple Gamma distributions to amplify the difference in
capacity between right and wrong keys. Therefore, multidimensional linear cryptanalysis improves the efficiency of the
key recovery attacks. In linear subspace, the contributions of the linear approximations to the capacity are different, and
the one with a smaller contribution plays a smaller role in improving the efficiency of the attacks. In this light, Nyberg
proposed affine linear cryptanalysis, which is a new variant of multidimensional linear cryptanalysis. Affine linear crypta-
nalysis discards a whole half-space of linear approximations, which contribute little or nothing to the capacity, and only
extracts information from the reserved affine subspace to construct more effective test statistics to attack block ciphers. In
order to further improve the efficiency of the attacks, Nyberg conjectured that discarding the terms with low scores of af-
fine statistic, and the sum of the remaining terms is also a statistic that follows chi-square distribution. This paper proves
that Nyberg conjecture is correct using statistical techniques, and gives an application method of this conjecture. Finally,
we verify the validity of the new model using PRESENT and Serpent algorithms. We perform 26 rounds attack on
PRESENT with about 2% data complexity and 2°**” time complexity. For 27 rounds PRESENT, we perform key recovery
attack with about 2% data complexity and 2°*’ time complexity. In addition, we analyze the data complexity of affine
linear cryptanalysis on 4-round Serpent.
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Figure 1 The last round key-recovery attack
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