114 53 ) i B %4 %M Vol. 11 No. 3
2026 £ 5 H Journal of Cyber Security May 2026

B F RS R S S SR AT R
B R HHR D, B8R FoR Y

U B RS B DA Jbst B E 100093
2 o [ Rl 2 B oK M 45 ) e 4Bt bt D 100049

T AR E SO BRI, 0T F R AT A 20 1) DU DR PR 2 ) 22 A R SR AE RS HURRIABE T, IRT) R il
FEA5 5 BRI AR, AA AR U A2 1) 2 A o BT — Al R, ARSCHR T — b U o AR v X X ) PR B OEA5 15 5
RIS AR SRR [ PR BLA b, 2SR A 5 DR 5 QIR IR Gt &, B e g T RS I T A
RAEME L N PERE T B — 1), vk 1 B e XCAI R TR, SCBL T A6 55 T-HRAIRAT M LE 1 0 B ik AR D R s 15 5 I B A
W P5FAMSEIEE RN, FERMUFEELL SNR=—10dB I}, {55 IR IHR AT 90%, T Sefbfb ok, Wb de 1 kol i1
S ORI R, ) N2 0 R BA oM A AN 5 PR AR L ﬁﬁﬁm%ﬁﬂ%Fm#Aﬁﬁ ERLN 5, H TR, ASCER
TR L 1) 73 B B A A ik, %MﬁﬁTﬁWﬁﬁLFf ANEON T ATIRE At v o RO RAS S5 AT USRP
AT TCE HA B AT T AN R R S Y ) 8 5 5 5 A i A5 5 AR A #%W@M@FS?,U&UANW%TMAW%M
AR SENSR SRR, Wﬁ&%&ﬁ%ﬁ@%ﬁ%ﬁﬁhﬁlﬁﬂﬁ%ﬁ&yﬁﬁm 5dB I, HERfF KT 80%.
KR LRSI A RS R R, RO A5 S0, AR A

FEESES TNI11.7 DOI S 10.19363/J.cnki.cn10-1380/tn.2026.05.18

Research on Covert Communication Signal Detection
Technology Based on Power Spectrum Entropy

HONG Zekun'?, XU Yanyun'?, HUANG Weiqing'?, LI Tingting'?, YU Chao'~

! Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract As a strategic resource of the country, effective monitoring of the electromagnetic spectrum is an important
part of ensuring the security of electromagnetic space. In a complex electromagnetic environment, the detection rate of
covert communication signals is low, which creates potential electromagnetic space security risks. Aiming at this problem,
this paper proposes a double-threshold covert communication signal detection algorithm based on frequency domain pow-
er spectrum information entropy. Based on the theoretical derivation of the information entropy detection model, this algo-
rithm uses the information entropy of the signal power spectrum as the test statistic. In order to solve the problem of the
performance degradation of the traditional single-threshold detection method, an improved dual-decision threshold is de-
signed to achieve blind detection of hidden low-power weak signals under the background of strong interference and low
signal-to-noise ratio. The simulation and experimental results show that the detection rate is greater than 90% when
SNR=-10dB, which is superior to other traditional algorithms, and greatly improves the detection rate of low-power covert
signals. At the same time, the algorithm also has robustness to noise uncertainty. Based on this algorithm, for
non-cooperative spectrum detection scenarios in complex electromagnetic environments, this paper proposes a phased
frequency domain information entropy detection method based on spectrum traces to realize the estimation of the number
of covert communication signals and occupied frequency bands in a large bandwidth. The vector signal source and the
USRP software radio platform are used to generate several wideband signals and narrowband signals of different modula-
tion types, which are used as covert communication signals for information transmission to simulate the wideband spec-
trum sensing scenario in the actual environment. Actual experimental results show that this method can accurately estimate
the number of signals and occupied frequency bands within a wideband range. When SNR=-5dB, the detection accuracy is
greater than 80%.
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