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Abstract The Learning with Errors (LWE) problem!!is the most widely used problem in lattice-based cryptography and
has been widely used in constructing lattice-based schemes. The study of the hardness of LWE is essential to analyze the
security of these schemes. The primal attack and dual attack are the most common and effective attacks in the concrete
security analysis of LWE[P! In addition to the attacks in the concrete security analysis, in 2020, Dachman-Soled, Ducas,
Gong et al.B’l pioneered a framework of using the information from side channel in the concrete security analysis and
implemented it on primal attack, but they did not consider dual attack. Recently, the results of the studies on hybrid dual
attack!*”) show that in many cases (hybrid) dual attack is more effective than primal attack, so it is an interesting open
problem to study using side information in dual attack. In this paper, we study this problem. We give approaches to exploit
side information in dual attack and analyze their effectiveness. Specifically, four types of side information are considered,
and their effect on the dual attack is mainly on the volume of the lattice — when the volume of the lattice decreases, the
attack becomes easier. Each type of side information has a different degree of influence on the volume of the lattice, and
the specific changes of the lattice volume by different side information are also given in this paper under certain
assumptions. Based on the changes in the lattice volume, the final impact on the effectiveness of dual attack can be
analyzed. For instance, under the classical BKZ-core-SVP cost model, the integration of each perfect hint into embedded
dual attack reduces the concrete security by about 0.3 bits.
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