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Abstract For a long time, processors have introduced many optimization mechanisms in microarchitecture design to
achieve high performance goals. Predictive execution technology is a widely used hardware optimization mechanism in
processors, mainly including branch prediction technology and value prediction technology, which are implemented in
microarchitecture through hardware components such as branch prediction unit and store buffer. In recent years, hard-
ware-related security issues of processors, represented by Spectre and microarchitecture data sampling (MDS) vulnerabili-
ties, have frequently occurred, indicating significant security risks in the microarchitecture prediction mechanisms of
modern processors. However, processor microarchitecture design is complex, and traditional testing and verification
methods are inefficient and difficult to cover all vulnerabilities, leading to the emergence of new research hotspots based
on formal methods for security verification. This article analyzes the attack principles of branch prediction and microar-
chitecture data sampling vulnerabilities, summarizes the security properties violated by the two types of vulnerabilities,
and proposes a method for modeling and verifying microarchitecture units. This method has the advantages of a wide
range of architectural adaptation, applicable to various hardware units, and high verification efficiency. The article uses the
model checking tool NuSMV to experimentally verify the two types of vulnerabilities, and the results show that the pro-
posed verification method for predictive vulnerabilities can effectively verify the existence of existing branch prediction
and microarchitecture data sampling vulnerabilities on specific microarchitecture hardware units. The branch prediction
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vulnerability verification experiment found attack sequences that can cover all existing branch prediction attack types and
discovered a new attack method that exploits the leakage of branch history information in the branch history buffer model.
The microarchitecture data sampling vulnerability verification experiment found attack sequences that can cover all data
sampling attack types existing in store buffer and line fill buffer, as well as a type of attack that can bypass microarchitec-

ture data sampling vulnerability defense measures.

Key words microarchitectural security; Spectre vulnerabilities; MDS vulnerabilities; model checking
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Figure 1 Typical processor microarchitecture
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Figure 2 Attack flow of branch prediction vulner-
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Table 1 Execution of branch instructions under different execution models
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Figure 5 Branch predictor design
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Table 2 Use of branch prediction units by various
branch instructions
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Figure 6 Branch predictor model
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Table 3 Description of abstract branch operation properties
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Figure 7 Fetching hierarchical model
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Table 5 Attribute description of fetch operation
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Table 6 Branch prediction model attack coverage
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Figure 8 New attack to leak BHB information
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Figure 9 Defense vulnerabilities under isolation pol-
icy
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ture data sampling vulnerabilities
] 2: Wik AR Al

whia whia
1. Storey,,., —> Load,,

wta - wha
2. Storey,,.. —> Retirey,

lormat

wtbh
, = Load four

whia . wha wha wtb
3. Storey,,. —> Retirey,. ., —> Flushy,. . —> Load_/auh

3K = o T e AR AR AR P AR R A 2D R AT R
gy, A = e AU e, Gl 10
Fezs, R THRE 23 il S I = R B AL

TEH IR Bl
g LR

Store ® | l@ azsaileiti:qngglg;d

Retire —REAT % IS

Flush 2| |o® AR
FHREIR —

10 HEREE AL RIRLEIELSE R
Figure 10 Verification results of microarchitecture
data sampling vulnerabilities

Wi pa) 1wl 10 1 S ERETR. ZEH
Pt AT A7 B 0 s 25 50 7 A7 A A7 i 92 0 X
R N L e S o B R R O (R R X e L
BN UIAE 44, JEERRAS R 1Nl AP G2 vh X
()50 73 Hb bk DC PC % e A2 7 BB T R il « 5 1%
Beh At F, ZHEAETAAAER L5 G E T I
ViA7 T A I Uk 5T W FS AH 4 o S b Bt B A 0] .
7 MSBDS K.

Yo e g 2: Wil 10 h 2 SRR, 2HEH
R PP b AT AEAE AT, %A i 35 A 50 S AT 4R AL
(vetire), HIAFRELZEINIX HIE NTIAGATIX, JEE
ki o (A 3 e 5 U A7 48 2 B0 S 4l B (1) )y
R4 2, TEATH A M IXGTI T 32 3 5 12 - R A7 10
TR, %IRRT, 2EE R EE 4tk
SlagEH s HiEvE, BILHhE S 5 R v
EFRA MBS AH S, BIRAPAT W RAS AH 25 o X
B g 4205 % 7 MFBDS Bt

Yok g 3: Wil 10 3 SR, ZHEHE
R e BEAT AR AE, AR 44 58 i E AT 4L,
AT G2 T X BN —RBAT, T H—REATENAT
TAFRGZ PR o Iy r ks 5 3 Tok ) it e 5 U5 A i 2 R

T B A B I Vi 48 2, AT AR X G T
ZHE RO R 3 A « AEIXFP R AR T, %2
FHHARTIRA WIS PR EA S, BILHE S
B #4718 A bk AR S AL AR SE . X P Bt ik A2
X} MFBDS Hiti

X =R AR, SRS 25 T fik )k MFBDS
MSBDS  3X P 2 Gl 2 A4 £l R A 20 U W) A2 M 11 B A
Wik 4%, BEAh, B T 5 O IR B RFE 2R
i () AR REAT T IR, 38 R LA 2 IR T £ 358 43 95 i
AT VPAY o
4.2.2  PifETE HEVEAY

X R A B R U, SR R R R A 1)
BrAE A i, AR R SRR it AR AS L
fiE v T )8, B Whiskey Lake 28R FF4R, SkE/R
HRRa ST AR B R I AT T B 1%
A LA g 24 R B BRI K 2 P TN A T IR DT AT
i A IS Bl T A A B (R0 0 B, PR 2R A
e REAR B R VMAAAR AN T AT, ASFRARSE 7 1
BEVCPC ) 25 AT B e A A R T IR Ab EE
A CYAIE Ik B 2 T B VAT B AR, DRI DR AR
Tl B it A e A T R AT b Ty 2R AT
TR RGP R AEREE AT,
R FRAS SRR GO R DI e B A SRR, Ak
HZR AT verw 84X ML (G I 25 i X A TV
2%, T TR s o % DX P A Ak R

S TGS N ARA_ BB T iR, B
DA (AL R BB TR A . FE T R AR R Bl
KAEISII AT AL, o] LSO S5 /R R BT die
HR PR SE R  BEE R A VA . AR AT A AR
Fahz b, Bmie AR ENE, TR E R
AN R R o e R UG TE (W b B4y s e o
J¥o FEXEIZIEME S, T DA A i, B4
TR BRI R A AR (Ph 32 3 R D) 3 1) it
HRETI), XTI X AT 2 . fEERAE T B
Jtge, AR T HGPRE S AT R, Ak
SETTAFAE A, BRIV AT SIS B A it 1) 56 VP A o

B0 UF &5 R ILAE DU P i b, ek 3 R 1wl LA
T K s N — A7 P IR BAT ARG X, M
LG S P IX A i, i 11 s, 144
(1 ok 4 500 SR A A ] B o e it 3 i ) 2%
DX, T % B Hh Mot A nT DA Bk R
HAREIGR ZEPIX, ST —FBr Bt g ae . At
IR AR AT 1 A i 3t i) 7 V24 R B,
Fplfir 44 CacheOut™™ ity o (H 30 1T {44
H i R AE U T AT A R, AR mT DA SIS B AR



TTH A5 ST RURUGHIN F Ak HE A I e T B0 7 VA 5
Jie ) 351k, R BRIl X 531 T A G R R R 2R
I () Bt e A

EHME

Store
Retire

Frige X

s

Yol & i -
BT

Flush

— 7

Faulting or

T FEGAT X
Assiting load HTERAT X

11 CacheOut Wiz
Figure 11 CacheOut attack process

Bk, RSB, Mo 2 R By OO e
F A5 2 1732 ARS8 R AL B SR A SR
A 7 H I I 22 o DX PR 00, 2% 0t e A 3 AN [ 11
YR AR T LICRE— A7 3 I B8 90OR R AT e 22 b
DEIF SRR A S I BT X, 10— A R 7 R i
RTATH R G2 pP X, PRI EE T 2 B B iti 5 67 L
b it (1 i 0 AT P ik

5 %ig

AN SR IR T 3 AR R, 56 0T W 2 ¥R 962 1 147
%, FEOFEEAUERSE A7 ARSIy AN IS
6 2 R 2

BTy SCPRN SR Bk, A URAEI) S 56 &5 R 78 i
T HRTEAT 1 B A Mo U5 3K, BT E T 23 SR
B ARG T RE . BEAh, ARSCRE AL T
— MR (K3 M T  S23 52 2 v DX i 2 SR D B
Bl 0y 3, % By AR B n] DL 2,
TS PR R 43 SCPI 2% B8 b AA AR A o BT R W e,
AR TAEA AP R AT

R SRAL B R 2R R, 6 45 R AR W %
73 R I B Bt R R 2R R R i) MFBDS . A
MSBDS (B AR AT T A MAs . b, Jhse
BT 68 s A 5308 A S I 17 A S 10 6 U DAl o
ORI (1 B Bl A, S A A K SR A
FI TR AT A AT B SUR Sk, R T 5 AL
A A e SR SR TR A [R] P s e 42, %4
] RAGEI S IR IR 2 R 805 A4 it o

275 SR

[1] Kocher P, Horn J, Fogh A, et al. Spectre Attacks: Exploiting
Speculative Execution[C]. 2019 IEEE Symposium on Security and
Privacy, 2019: 1-19.

[2] Lipp M, Schwarz M, Gruss D, et al. Meltdown: Reading kernel

memory from user space[J]. Communications of the ACM, 2020,

[3]

(4]

[3]

(6]

(7

(8]

9

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[19]

[20]

(21]

117

63(6): 46-56.

Van Schaik S, Milburn A, Osterlund S, et al. RIDL: Rogue in-flight
data load[C]. 2019 [EEE Symposium on Security and Privacy,
2019: 88-105.

Canella C, Genkin D, Giner L, et al. Fallout: Leaking Data on
Meltdown-Resistant CPUs[C]. The 2019 ACM SIGSAC Confer-
ence on Computer and Communications Security, 2019: 769-784.
Schwarz M, Lipp M, Moghimi D, et al. ZombieLoad:
Cross-privilege-boundary data sampling[C]. Proceedings of the
2019 ACM SIGSAC Conference on Computer and Communica-
tions Security, 2019: 753-768.

Van Bulck J, Moghimi D, Schwarz M, et al. LVI: Hijacking Tran-
sient Execution through Microarchitectural Load Value Injec-
tion[C]. 2020 IEEE Symposium on Security and Privacy, 2020:
54-72.

Moghimi D, Lipp M, Sunar B, et al. Medusa: Microarchitectural
data leakage via automated attack synthesis[C]. Proceeding of the
29th USENIX Security Symposium, 2020.

Yarom Y, Falkner K. Flush+ reload: A high resolution, low noise,
13 cache side-channel attack[C]. 23rd {USENIX} Security Sympo-
sium, 2014: 719-732.

Osvik D A, Shamir A, Tromer E. Cache Attacks and Countermea-
sures: The Case of AES[C]. Topics in Cryptology, 2006: 1-20.
Advanced Micro Devices, Inc. Store-to-load forwarding[P]. US
Patent. US20140181482A1, Dec. 20, 2012.

Sebastien Hily, Zhongying Zhang, and Per Hammarlund. Resolv-
ing False Dependencies of Speculative Load Instructions. US Pat-
ent. 2009. 7.603,527

Clarke E M. Model checking[C]. Foundations of Software Tech-
nology and Theoretical Computer Science, 1997: 54-56.

Denning D E. A Lattice Model of Secure Information Flow[J].
Communications of the ACM, 1976, 19(5): 236-243.

Bell D E. Looking back at the Bell-La Padula Model[C]. 21st An-
nual Computer Security Applications Conference, 2005: 15pp.-15351.
Biba K J. Integrity considerations for secure computer systems[R].
MITRE CORP BEDFORD MA, 1977.

Guanciale R, Balliu M, Dam M. Inspectre: Breaking and fixing
microarchitectural vulnerabilities by formal analysis[C]. Proceed-
ings of the 2020 ACM SIGSAC Conference on Computer and
Communications Security, 2020: 1853-1869.

Mcilroy R, Sevcik J, Tebbi T, et al. Spectre is here to stay: An
analysis of side-channels and speculative execution[J]. arXiv pre-
print arXiv:1902.05178, 2019.

Guarnieri M, Kopf B, Morales J F, et al. Spectector: Principled
Detection of Speculative Information Flows[C]. 2020 I[EEE Sym-
posium on Security and Privacy, 2020: 1-19.

Cheang K, Rasmussen C, Seshia S, et al. A Formal Approach to
Secure Speculation[C]. 2019 I[EEE 32nd Computer Security
Foundations Symposium, 2019: 288-28815.

Disselkoen C, Jagadeesan R, Jeffrey A, et al. The Code that never
Ran: Modeling Attacks on Speculative Evaluation[C]. 2019 IEEE
Symposium on Security and Privacy, 2019: 1238-1255.

Cauligi S, Disselkoen C, Gleissenthall K V, et al. Constant-Time
Foundations for the New Spectre Era[C]. The 41st ACM SIGPLAN



118

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

Conference on Programming Language Design and Implementa-
tion, 2020: 913-926.

Cimatti A, Clarke E, Giunchiglia E, et al. NuSMV 2: An Open-
Source Tool for Symbolic Model Checking[C]. Computer Aided
Verification, 2002: 359-364.

Jimenez D A, Lin C. Dynamic Branch Prediction with Percep-
trons[C]. Proceedings HPCA Seventh International Symposium on
High-Performance Computer Architecture, 2002: 197-206.

Liu C, Yang Y, Li H R, et al. A Survey of Branch Prediction At-
tacks on Modern Processors[J]. Chinese Journal of Computers,
2022, 45(12): 2475-2509.

K, WRt, 25545, . JOBLES > 3TN BUH B SRR [0].
HEHI AR, 2022, 45(12): 2475-2509.)

Guide P. Intel® 64 and IA-32 Architectures Software Developer
Manuals[S]. Volume 3B: System Programming Guide, Part, 2011,
2(11).

Holding A. ARM Architecture
ARMVv8-Architectural profile[S]. ARM Whitepaper, 2019.

Uzelac V, Milenkovic A. Experiment Flows and Microbenchmarks

Reference Manual for

for Reverse Engineering of Branch Predictor Structures[C]. 2009
IEEE International Symposium on Performance Analysis of Sys-
tems and Software, 2009: 207-217.

Milenkovic M, Milenkovi¢ A, & Kulick J. Microbenchmarks for
determining branch predictor organization[M]. Software: Practice
and Experience, 2004, 34(5): 465-487.

Burch J R, Clarke E M, Long D E, et al. Symbolic Model Check-
ing for Sequential Circuit Verification[J]. /IEEE Transactions on
Computer-Aided Design of Integrated Circuits and Systems, 1994,
13(4): 401-424.

Chowdhuryy M H 1, Yao F. Leaking Secrets through Modern
Branch Predictors in the Speculative World[J]. IEEE Transactions
on Computers, 2022, 71(9): 2059-2072.

Bhattacharyya A, Sandulescu A, Neugschwandtner M, et al.
Smotherspectre: exploiting speculative execution through port
contention[C]. Proceedings of the 2019 ACM SIGSAC Conference
on Computer and Communications Security, 2019: 785-800.
Bhattacharyya A, Marin A S, Koruyeh E M, et al. SpecROP:
Speculative exploitation of ROP chains[C]. 23rd International
Symposium on Research in Attacks, Intrusions and Defenses, 2020.
Fustos J, Bechtel M, Yun H. SpectreRewind: Leaking Secrets to
Past Instructions[C]. The 4th ACM Workshop on Attacks and Solu-

ME® T 2023 FAEILATHEE AT
PR ANV RG240 o BUAT A 5K
B =P TR, CCF 4. W7ty
AbBE RS 224, WA TR,
TR 24, BRI 23 e AN D - Email:
yeqy@zgclab.edu.cn

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

tions in Hardware Security, 2020: 117-126.

Schwarz M, Schwarzl M, Lipp M, et al. NetSpectre: Read Arbi-
trary Memory over Network[M]. Computer Security — ESORICS
2019. Cham: Springer International Publishing, 2019: 279-299.
Wampler J, Martiny I, Wustrow E. ExSpectre: Hiding Malware in
Speculative Execution[C]. NDSS, 2019.

Goktas E, Razavi K, Portokalidis G, et al. Speculative probing:
Hacking blind in the Spectre era[C]. Proceedings of the 2020 ACM
SIGSAC Conference on Computer and Communications Security,
2020: 1871-1885.

Barberis E, Frigo P, Muench M, et al. Branch History Injection: On
the  Effectiveness of  Hardware  Mitigations
{Cross-Privilege} Spectre-v2 Attacks[C]. 31st USENIX Security
Symposium, 2022: 971-988.

Mambretti A, Neugschwandtner M, Sorniotti A, et al. Speculator: a

Against

tool to analyze speculative execution attacks and mitigations[C].
Proceedings of the 35th Annual Computer Security Applications
Conference, 2019: 747-761.

Zhang T, Koltermann K, Evtyushkin D. Exploring branch predic-
tors for constructing transient execution trojans[C]. Proceedings of
the Twenty-Fifth International Conference on Architectural Sup-
port for Programming Languages and Operating Systems, 2020:
667-682.

Tobah Y, Kwong A, Kang I, et al. SpecHammer: Combining Spec-
tre and Rowhammer for New Speculative Attacks[C]. 2022 [EEE
Symposium on Security and Privacy, 2022: 681-698.

Koruyeh E M, Khasawneh K N, Song C Y, et al. Spectre Returns!
Speculation Attacks Using the Return Stack Buffer[C]. /EEE De-
sign & Test,2024: 47-55.

Chen G X, Chen S C, Xiao Y, et al. SgxPectre: Stealing Intel Se-
crets from SGX Enclaves via Speculative Execution[C]. 2079
IEEE European Symposium on Security and Privacy, 2019:
142-157.

Maisuradze G, Rossow C. Ret2spec: Speculative Execution Using
Return Stack Buffers[C]. The 2018 ACM SIGSAC Conference on
Computer and Communications Security, 2018: 2109-2122.
Moghimi D. Downfall: exploiting speculative data gathering[C].
32th USENLX Security Symposium, 2023.

van Schaik S, Minkin M, Kwong A, et al. CacheOut: Leaking Data
on Intel CPUs via Cache Evictions[C]. 2021 IEEE Symposium on
Security and Privacy, 2021: 339-354.

f T 2023 AEAEAR TR R ) A
(i) 22 A A NV ARFF - 27 o BIFSTUEA b
g A, IHBRAR: BALRAE.
Email: keqian 9@163.com



TR A TR DI Y A B 5 TR A I R 6 UE T i 5

-

- e

o
—_—
—

"

FiHE T 2004 FAEPERAER A
ARFFEFFAFE L2206, ARG RS
JS¥ =R S NS L S =R G A
CCF 2301, WU T AL R G4,
OGRS ACBRIS ik vt AbsEat
ZAIE . Email: hx-wang@tsinghua.edu.
cn

XU T 2021 FAEFERAUEHIR
HERRRAG 220 DR R
HNBRA S HOR RO 22 . BTF040
HON AR BEES 2 A . WEFUGER RS AbBE 2%
TN 2 A . b 35 Y T 425 i A A
Email: chang-lil7@tsinghua.org.cn

119

ERBR% T 2020 AR SRR EHLRL
SEREA SR 22407, BT Rt hi
KELFFIEEITTST 1, CCF & i o WERAUE A
TR 224 o BTSRRI AL B ARA
PRI SR AR e R %t
Email: qpf@bupt.edu.cn

ERF T 1995 FAEMKIE Tk K3k
P2 . BT R LR KT
H%, CCF &b, WA H RS %
AL WHEE W, Email: wds@tsinghua.
edu.cn



