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An Overview of the Current Research on Embedded De-
vice Firmware Security Analysis

MA Xiaocheng, WANG Yunchao, YU Hongyang, WEI Qiang

School of Cyberspace Security, Information Engineering University, Zhengzhou 450000, China

Abstract With the development of Internet of Things (IoT) technology and the continuous expansion of its application
scenarios, an increasing number of diverse loT devices are being connected to networks. As the era of ubiquitous connec-
tivity unfolds, a large-scale deployment of IoT devices on the Internet exposes them to significant security challenges.
Firmware, which is the software running on IoT devices, directly determines their behavior and functionality. Therefore,
the security of firmware is crucial for protecting IoT devices from threats. Due to the numerous branches and rapid itera-
tions of IoT technology, research on security testing for IoT firmware is also constantly being iterated and updated. In re-
cent years, a large amount of research has emerged on the security analysis of IoT firmware, but there is a lack of profes-
sional literature to timely analyze and summarize the research status. This article first outlines the architecture of the Inter-
net of Things and the current application scenarios of devices, then introduces the classification and general working
framework of firmware, and discusses the security risks that firmware may face. Based on the security risks faced by IoT
firmware and the challenges it faces in security analysis, this article summarizes the general process of firmware, which is
divided into four parts: firmware acquisition, firmware unpacking and file extraction, program information recovery, and
program analysis, and provides relevant introductions. Among them, the program analysis part is an essential step in dis-
covering potential firmware issues. This article introduces from the perspectives of static analysis, dynamic environment
construction, and dynamic analysis, and provides a detailed analysis and comparison of existing firmware program analy-
sis techniques such as reverse analysis, stain analysis, symbol execution, similarity detection, dynamic simulation envi-
ronment construction, and fuzz testing. Finally, the advantages and disadvantages of current work are summarized, and
future research directions are discussed in combination with the development trend of IoT firmware.

Key words IoT devices; firmware security; program analysis; vulnerability; taint analysis; firmware emulation; fuzzing
test
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