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Abstract An essential component of network security research is traffic anomaly detection, which can spot potential
assaults in network traffic. Machine learning technology has become widely applied in the field of traffic anomaly detec-
tion in recent years. The current machine learning-based algorithms for traffic anomaly detection struggle with two issues:
the first is the low detection rate of minority classes, which is brought on by the imbalance in traffic data, and the second is
the low detection accuracy and slow timeliness, which is brought on by the significant redundancy of data characteristics.
A traffic anomaly detection method combining the Oversampling Algorithm with Natural Neighbors (NNOA) and En-
hanced Whale Optimization Algorithm (EWOA) has been developed to increase the detection rate of minority classes,
improve accuracy, and increase detection speed on the premise of minimizing feature redundancy. Firstly, we create an
oversampling technique based on NNOA and employ the natural neighbors (NN) algorithm to calculate the natural
neighbors of minority samples. To address the issue of data imbalance, new samples are created based on the random dif-
ferences between a chosen base sample and one of its natural neighbors. Then, to produce a high-quality feature subset, a
feature selection algorithm based on EWOA is devised, and the searchability of the algorithm is improved by two strate-
gies. One is the adaptive search prey method, which promotes global search capability while enriching population diversity
by alternatively using single-dimensional update and full-dimensional update. The second is the dual guidance technique,
which introduces weighted guidance on top of optimum guidance to lessen an individual's reliance on the present optimal
solution and enhance local search capabilities. Lastly, to discriminate between normal traffic and different threats, the de-
cision tree (DT) classifier is trained using the best feature subset. On the NSL-KDD and UNSW-NBI15 datasets, we con-
ducted anomaly detection experiments. The findings show that the suggested method not only increases the detection rate
of minority classes but also noticeably decreases feature redundancy and processing time. In addition, our proposed
method can achieve higher accuracy, detection rate, and F1-score when compared to other research methodologies.

Key words traffic anomaly detection; machine learning; natural neighbors; whale optimization algorithm
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T— AN DERFEAR x;, RIS D b 8L AN ITAT,
¥ j A AR 2 BRI AN B R m, Hthom 7T 0
B j 2. # jrR<=m<=j, WFEA x; 1125300405
KT DBITABEL, A x 15 DB T REA

(3) BHUHIFEAR: ARSCHEH — R IR G T
K K DECRR I FREARNE N BERFEAR, TR
L AR AR R 2 (R I BE AL 2 S ORT RE AR, T
K5

Xnew = Xporder + B(Xn = Xporder) 15)
o, Xpew BN PR, Xporder 1R D HEE NI
FHEAR, Xn K Xporder (1D BENL EERUT AL

T A1), A58 F ZEPL AR AE
DU P 7 10 A A 1 38 B [ /D IO A 445 /)
B /DBERIIA FHREA . PSR T R A L
PSR TG FE AT 5 5y Bt o0 28, DRt /> 2k
(3 FEREAAE R FERE AT LR 2 VAR il 72



RGN Ty i

AT BV A M 2 S PR S, B oy R
FEREARMIT AR B N K T AREE A g FARIEAR . HAR
ITARIE L SIS AL KR 1 38 Y3 B TS WA [R] &
AP VR A, AN TR 2 IR RE AR 3 B A [F) B 1
AL, % A XS M FE A AT 4 22 (WAl 48, i i [X 3k 1)
FERG D IITAR

Kl 2 i NNOA Hik& AR s EE, Rifknt
FERAR W B Dy 1N AN . SEIE

@

Q@ vk Q) A

R R T

MRET 2% S5 NNOA F1 EWOA i & 5

O waekmm ke
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FRADBEEI AR R DEME 7= o SR 5 ff i /DAL
RIVHFREARN A IREAR, S IAERE - NRFIEYE 5
AT SEREREACRIIL B AR AR 1 22 B I 3R A — A
(0,113 2] 73 A I BEALEL gap 13 25 AP A A1
TERE, B T D SRR A (K i kAR
B, 2 H AR PSR (955 Sk 2 81 3 3k
I AR EANT N FARBE KRR, UL A okt
A R FRIRETS, MR -

i i e R SR A N B HTREA \
i P
ARRE : @ ! : PR HRME
BRG] .1 O )
D, . {
m VITRS | (TR - (R  eap
—#i> >
. : O O O : :(| FRIE2 | — [R#fiF2 ) < gap
Tl o @0 @\
! .
. O O © @ ;o () - [FFfEd]) ~ gap ,

2 NNOA &RHZA
Figure 2 NNOA synthetic sample

NNOA )R AR IR i 5% 2:
Hk 2: NNOA
BN Dy DECRFEARLE, N R — I B FE
K
it BalancedSet: 5 /D ESFEASE
1] R DB ) B IRAR Ja
1: NN = NN_Search(D,;,)
11 MR

2: Dyin = Diin — {xi{x:€ Dppiy && NN(x;) = D}

3: W D,y WA FFEARYE BorderD,,, H45 703U
WA &

4:FORi=1TOk

5: Base_sample = BorderD.,,;,[i]

6: WHILE N#0

7: NS NN P EEPLEC— IR ad /e
Nearest

8: FORj=1TOd

9: diff = Base_samplelj] - Nearest|j]

10: gap = random [0,1]

11: SyntheticSamples[j] = Base samplel[j]
+ gap x diff

12: END FOR

13: BalancedSet = BalancedSet U Synthetic-
Samples

14: N=N-1
15: END WHILE
16: END FOR

FEN AR 0BT NNOA BLEHATIEA) 1
(I TR B2 2% R O(nmin*lognmin), X4 NN 5354
XD EGRAE L Dy HEATIR R, Dy VG ER nimiin;
AR 2 RIS R O(nmin) ¥ Dy, MR 75 5
Mo EANEOL R 1 AR 3 I E 5 A B R
O(I*logl); 114 3] 16 (M TR A2 LA O(k*N*d), H
LU FREASNEL ke ZHN FIRFELERE d 155 &5
b, NN OSVEI SRR R R A4 BN O(max{ nmin*
lognmin, k*N*d }).
3.4 ET EWOA B$HEILE

HHE R IR TU A% 2 B S o e A IR R TR )
KPR, RO DR IR TR A TR
o FREGERE B IR MRS, i IEIERE
(I AT LLIE H] T AN R 1R 23 2R 3B HE DL ORAIE 73 20K
JE, X5 A ST IE SR B AE DR TO AR AL f
THRL RS B 1) H bR ANAH 3245 AR 45 72 7 >
FOERPEREREAT LA, 1B R A A 127 S VA IR
TIE7 5, FERY Aepo Al 500k I A BRAICAL T 788 11y v 2k T
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Bz —o Dk, BRI REIX AN B AL ), A
TR T EWOA A BRI H L, %
UL EWOA N8R T, LLDT AV Tk,
TH LA S 1 e FURE IR 2505 0 LAk AR 1038 9 B2 bRy
AR SR, kML PRSI 73 R BEIR [F] IS ]
fie L B AICAR AR TU AR

TEARAGIE R A, 5 148 S0 R R 2 R H 1
fE, BPORUE VAL IEACHT R A R 1 4 R4 & e
71, ARG IR A BRI ARG ). Kk, A
SCRH B IS N A RSP R A R AR R, SR X 5
TR R R, dhmiEH - EWOA &k,

EWOA ITEA A W32 3:
Hik 3: EWOA
N RPN S, FRIELERE d, MnnEAREeE: ¢ = 0,
Bk T
B AR X
L. BEHLWTAA AR BE R AMA IO S X = 1, 2, ...5)
2. VPAGAMA X R R £t (X))
3. X = min{fit(X;)}
4. WHILE ¢ < T DO
5. Wi a, A, Cp A1
6. FOR X; DO

7. IF p < 0.5 THEN
8. IF|A| = 1THEN
9. PATEIL 4
10. ELSE

11. PAT A (19)
12. END IF

13. ELSE

14. AT A (20)
15. END IF

16.  END FOR

17. 5 X

18. t=1+1

19. END WHILE

SR TR A 2R BE o M WTAR AL R R DP Al AN 1A
YE I P I ) 2 AR FE A TR /N S, BRI 1)
1 RITEA) 2 (IS RIS 4 R O(S); SR P 1. o 2k
ITHE A Retf e T s fg, Frbliifg 3 (i &
IRIEN O(S™); HF—4IEAR, #0207 &
VAL AN 1)3E N BE - HE Y, BRI R) 4 203EA) 19 1
I E] 2 24 5k T(O(28)+O(S%)). 25 I, EWOA 5311
ST B 2R O(28S) + O(S%) + T'* (0(2S) + O(S7))
=(T+ 1) * (02S) + O(5%)).
341 BENERBYNBREREER

S RZHBERMAL TR, WOA K 44k

SR ERAE, XOGRENG I T VRS ITAN, i BRI AN R
YE s 2 A AR TR, 4 4E SEOFT ] R JC VA S I s ot i
(I, DAL B2 ST SEmE 2 5 M WOA SV RE I 5%
R

B4 e AR AE AR, ASCERH T — i
YETRERAE, i T WY SR R 4 4 SR TR
ZESE, AERRERIER 30 RFAELERE A 41 LLACEIEAR
Y 100 I 2] TR 2 R AR AL Hh £k
i 3 fros:

60

— LT
PR

55
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FiBEZ e

30
25

20

15

0 10 20 30 40 50 60 70 80 90 100
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Figure 3 Population diversity curve

FHREZ FEPE VRO A K (16) s

S d
cmm=JZ§]mwn—me (16)

i=l j=I1
Forp, X (0FRR 5 ¢ IR AN EE § MSMAAESS j 4 R
{H, S MBI, d WRHALYERE, C(oRAR S ¢ XA
I A S LR PO B, WA 7) B

S
szézxﬂﬂ (17)
i=1

ST Z A & v LIS AR T A
Lb, SdfE g B A s R 2 A, XA BT A
PRERZR T [ (145 2 25 1), AT Ihe P o S 3 L A7 B 5 1)
AR REE ST, SR L AE TR W Y L4 A T B
1 ISR o PRI, AR LA B H A4 4 SR 1)
PLFAARGE G, FRIX T 0 A7 & A X o B i Y 4
RN, T BN R T A ) RN 4 e T
B A, A R E A (18):

A=1-4/T (18)
o 2 B AR A B AN 1 et 3 0. 455
S5 4 AT oM, PTRAAGH: ARk, BERAR
KRR R Y B0, KRR T M 2= 5 1A, 8 A



MRET 2% 5T NNOA F1 EWOA (37 & 5 ki 5 v

TEIEAHTI R b N i de A, AR Ja 9, 500
AR ARME R R A YE W, il siod ), Sk
Jry U -

3 A 2R AP 1R FAR VR DL SV 4
Bk 4 HIENH R
BN TR AL E X(), BIGNE T A
W SRR MR E X(+1)
FORi=1TO S

IF A>rand THEN

A BN UEEEL ranas frana€ {1, 2, ..., d}

J =Jrand

ELSE

j=1tod

END IF

FOR d =, DO

2 2(6) SR BN M AL B X o(0)
10. END FOR
11. END FOR

PXNAN R LD

o

342 XNET|IFHERETER

£ WOA EEMMA RS R I B, M 24X
(1)~ (13), FREEAURKSE 07 s LA 5 | S 04T 67
EHOR, TR AT s LRI T AT R, XA
HIERA S RN R A, FEUEA R R 2
R B R AR T 53 S35 IR TR 2

A S PR A Bk R S R L B I Tk,
A S AR TR A% 0 SRR AL i i 11— sl 22
Y, I AT IR A, 38 T B2 A O A 1) 12k o
SR N AR SRR AR e B AN 1, £ 0 35 3G I B
SIRPE . ML, AR WOA Sy S 530 T R ih fe 1t LA
J AR e B AR AR B H R S e U A A Jm BRAE (1 1) R, A
SCAE S ARG SRR A7 B SR R il b, S I
BOER 051, BRI T (1 47 5 58 7 =Xk U
15, B G SN WOA 52 1AL A My A
Behi i A R4 RO R, ol e 7
Bro7 KA X A9)F1A K (20):

X(t+1)=Xo—A4-(C-Xo- X (1)) (19)
X(t+1)=Xo+D"-e* -cosQr-k) (20)

IR O R e SRR R MR Y R
o (24), N AL L, Bk, f—IEAR
X AR P AN A 4 BLIE Y B A TH P HE s, KR
Je (BT 2RI R R 0 1 AR, RS 91 B AR &
AAMEIIALBCAE E(i=1,2, ..., 8/2), S AFHER N,
WA Eiv E; (038 N BEFIORS 081 #EAA T S A A 138
IS5 2 [ (1) ZE4E, AL AT 3 b (1 v 57 v
~a21):
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E =

1

n [fit max— ﬁt(Ei )]El 21

DY it ma — fit(E ;) + £]
j=1

b, E W INBCE A, fit AQORIE N F R fitmax
R IEFREAR T R AR B IE N BE, Ay BEA A4k
R, HA i e Rom— AR /NP IEZL LA 1543 B
H 0o
L 5NN 35 s, WK 95 1B R A
AMMERE B, B EEE R, @it 2 K
84 T S DA AR DN T 3 S s T R A T
PSSR L, Xo A — € LR 8 24 5y s A0 AR
H51 g, X € L 22)Frn:
{X* IF  rand <0.5
Xo= (22)
E. ELSE

Horb, XY RT AL ANME, E 9 BCER 0,
343 ENEERH

T8 N BRI VT TR BE A0 A SR ) A
ORH S, HREVOEWSIIR o 18 N R R EH TR
MEFEIEACSE FE T LS, $R51HE T R . W
P SN R LS UL % | RO D O B NAT R Gt
AT INBCR 2 B AR Ak 1) 7804 4k 2 1 5 AR A Ak 1) 7,
L IS D 250 LR U AN 7] DAk B 1 110 HC{ 3 TR — 350,
DAL S0 35 0 AN [R) DAY B S AT 0 —4h o I8 Y R 4
— M2 A (23) i s:

F=3 £ 23)
i=1

b, fi(x) AIE—AM HAR R, RPN R .
wi o H BRI BCEE, BT AR A DA 4500 1. 78 ]
AT ey, AR S B T R F G 0 1) DA R e S
&

ARSCHEH 1 EWOA S8 13t 12t e 0 AL 43
e AINE S NviE =3 81PN ez o o o) Nl I VYIS B
h oy R, TR 2 S EE I VR T bs A 3
FERRECT ) H bR g, W oy AR F A A
A N TR LB 0] L, 75 B LR BRI
ANEL 25 BITR, AR N R E T — M S DL AR
SCIR S B A 22, BVAE SR ANMGRFAE T AR 1 1D [ I o5 K
WA SR RE, ¥ EWOA SR N B o B0 Tt 24
KEHFTR:

fit=w,-E.(D)+w, % (24)

Hrr, EDYMI| | /| d |9 BRReREL, 53 3o 7 K5
DA, PTIEREIE A AR R B LA, wi BT oy
H bR R 25 A
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FPRCEAG PRI, BRI 450 SRR 2 A4 1)
ARXATEHERE, FEESG T EREZ, B&S
Ptk B bR TR BAE I R 32 0k FEYEZ 4, A SO
FUIRY U S RS AT R IR B R ), 1 2 1R
(BT B S R R b, kA 9 DR 1)
JUARTE, DRI, ASCIRIET AT, 4w =0.01,
wy =1—wy, TEASSFIRMIEE R (A 4k d
35 ETDTHIRERERN

A ZE 5 T BN W R FH 27 ) BVE IR P BE VP A % 3
FRAE TR, BRIG 2 S BVE I 52 28 8 B B v BV
(RVPRAT INF [, 5 R 43 52 % P va VDR 2 ) Bk, 8%
25 AN EWOA SR ATI ), X 06} Sz
SR e R B e RS SR B AN WTHLR), 1 DT 85
PN [) 52 2% B S VI 88 B TR0 4, DR AR S
ST B IR A2 2R FEAR I DT S92 4E PPk iz b
HE TR TR, /> EWOA Sk AT I 1] .

DT J&— P TRIE 4500 (10 73 R EE, TErd vk
TR IR e B0 8 G 11 3 4 ), FH TR 43 2R HE )
AE B A RASLEFRE, X PR B
4 ID3. C4.5 F1 CART. ID3 SLExl BUEE HRZ 1)
JEMEA P Rls o T Pk > IX B i T REATT R ASFI 5
Wi, C4.5 ST FH I 25 2RI TRAE /32, (EF3 &
J&, C4.5 i) FHUE £ H B DIt JE % . CART 248
PEREUE S H AU AN, 5 ID3 F1 C4.5 kAL,
CART SEIILHA T ZRIAE L R P 7 TH: CART 532
AR A0 — SR, T ID3 A1 C4.5 SRR B
LU 2 X, TEVHE L = X L2 XORIRis 553
HWE, CART AFFZEDNEUE S, AT, 1fi ID3 Al
C4.5 HEEAHNEINEISH, AERFER . 25 BITA,
AR CART 5130745 EWOA S8 2% (B Ak
TAE, i R p R R AL G

FIH CART SVEPHAb BRI 148 DL TR
RS LR E e EWOA HIA R
15 B IE T B A AN, R JB FR B0 /N R AIE
(D DS =X AR DR A€ S PN
ANTAE, S R R SOR [ 22 1T B R 1
AW 5T IR, T 00 2 A B IR X
{14 DU, AR CART Yesii Ryt se ik, 4
AN 2 AR — AN, RIS R T I R R T
L5328, ARG T Ik 1 B3 N R BORN 5 0V H
P 5 AR AE 75 TR VP A RN 2 e A

4 K

4.1 SEIRINEE
SIS (AR I B A Intel PURZALFESS, 2.8GHz

i, 8GB WAFE, 64 {7 Windows 10 #{F R4, 7
Anaconda “V- 5 _{# i Python 3.7, Tensorflow 2.1, Jf
W Scikit-learn. Numpy %5 T HA9 528 .
42 BUREN DB

AR FH A 8% 0 S o A DN A0l N Ak Tz
(f) NSL-KDD F1 UNSW-NB15 #5834 7 S2596 PP,
Ho A2 1IN SR B AR B AR T 7 RAT IR EL TG
X, AT T AP S LU

NSL-KDD #i#i4: /& KDDCUP99 () iftdk it A,
BT KEILAMEL LS, W T I GERN
R e B S DY A S, S
KDDTrain+ /& 5¢ #2 [1] )1 2k 4, KDDTrain+ 20Percent
& 20%M VI Z54E; KDDTest+e: 5¢ BRI T (AN
ALFEAEPE S 2 0 21 A 5%), KDDTest-21 /2 5¢ 3 (1 1]
TR o MNAAE I F e Bk R AR Y R B b AN, A
It NSL-KDD 1 LA G R PP AL 9L 6t e A 7 v 1)
PEfE . A KA KDDTraint 20Percent Il 2k 42 Fll
KDDTest+llALL AT SEEG, £05 41 ANMRHIE, PE4IME
R, o IR RRAAT 2R, 8 X o2 5K
FEAE AR R AR 1 LA

UNSW-NB15 #4524 Ay 4 28 3t i S o A il 49
BRI RS HERCI 4R, BB A% 11 A S e A B0 2R ALY
2 RE I RO I 448 1 20 ) 5 e, B O T AR I 4% i
ol 2RI 2540044 S HHE,
49 AMRFIE, 9 BRI PO A SR T %S
(AT S5, R 175341 4&dsK,
MAASEA 82332 45id sk, (F 42 NMRFIE, TEEIME S
W 2,
4.3 FHrigtR

TRV O P T DA R AR VTR A R
4 AT GEAE AN 3. FLrh, FEH(True Positive, TP)
S IE RTINS FEAR R i S {8 (False Negative,
FIN) 2B S AR A TR 4y 1F 5 (R 3o, {B 1 48] (False
Positive, FP)J&¥ 1E 5 FEATN A 54 1 £t J0R
%l(True Negative, TN) & [F i T 1F 5 FEA 2 &

%1 NSL-KDD ¥iiE&
Table 1 Dataset of NSL-KDD

#3 AR MR
A% IR FEAL IR

Normal 13449 1 9711 1

DoS 9234 1.46 7458 1.30
Probe 2289 5.88 2421 4.01

R2L 209 64.35 2754 3.53

U2R 11 1222.64 200 48.56

st 25192 22544




MRET 2% 5T NNOA F1 EWOA (37 & 5 ki 5 v

% 2 UNSW-NBI5 #iE&E
Table 2 Dataset of UNSW-NB15

ol IR MK EE
FEAEL IR AL IR
Normal 56000 1 37000 1
Generic 40000 1.4 18871 1.96
Exploit 33393 1.68 11132 3.32
Fuzzers 18184 3.08 6062 6.10
DoS 12264 4.57 4089 9.05
Reconnaissance 10491 5.34 3496 10.58
Analysis 2000 28 677 54.65
Backdoor 1746 32.07 583 63.47
Shellcode 1133 49.43 378 97.88
Worms 130 430.77 44 840.91
St 175341 82332
*3 RAEN
Table 3 Confusion matrix
el T AE
S E#
S TP FN
EH FP TN

FETIRVE R B () DU AN FEAS JE M, A SR I vF
Wy 8 b A HE B 2 (Accuracy)« HLPH % (True Positive
Rate, TPR). 1 FH*:(False Positive Rate, FPR). #&illl
% (Detection Rate, DR) . ¥ fiff ¥ (Precision) Fll
F1-Score. &IV FRFR I E LT

HER % (Accuracy): IERA TN (PIFEAS 5 P FEA
e, oo nst25) frs:

Accuracy = TP+TN (25)
TP+TN + FP+ FN

FLEHA TPR: IEAARI H 1) 3 5 FEA b e fy S
WREARR LG, WRRENIZ(DR) £ [H] % (Recall), H
2 X WE(26) FTn:

R TP
TP+ FN
B2 FPR: K 1 AR AR I A S 5 R Ay i
HIEFFEARM LG, Hoe Xan=27) fin:
FPR=—1F @7
TN + FP
5 1 % (Precision):  1ERAA I H 1R 5 0 FE A | A
Wk e FEAS I LA, o SCn=X(28) Fw:
TP
TP + FP
Fl-score: M fiff 2 A1 4 [R] 2 (1) Fi-~p 38 8, Hoe
X (29) PR

(26)

Precision = (28)
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Fl1—score= 2. TP (29)
2-TP+FP+FN

44 FKWIITRERSH

T ¥ E NNOA-EWOA 3t S5 3 R 7 v 454
BRI A RN, F3 5ol AR SR AE FHRE A % P A 7 T
WX LEEEE . Ak, 38K NNOA-EWOA 5 H ik
b9 S AW 7 VEREAT LR, AT M VT AN BT B
L mTERE o
44.1 FEFXFMHXBRE D

NSL-KDD 1 UNSW-NBI15 14 4 $k A -1 [ I}
AR, R AR DB A
I, AR S0 HICHE I T D A5 TR I 2R R AR 2 TR TR AN
ST, BEH R NNOA I RAESVE, b THIFHA
BOPE, A3 NCL R A A BE RS LSz (1) 72 R
SR EH B R NNOA BVERFE R k& I, 71 DT
R R 22, B0 1F NNOA Sk R Asts i TH b %
KRR . (2) 1EHADEPRAE G i 4k -,
THA DT B PRI, 56 0F NNOA Sk AL 4 1) &
RFETTEAHL T RATH . AR SO0 L R A Ty
0 BENLACKFE(Random Under-Sampling, RUS)
44 i T 4R (Edited Nearest Neighbors, ENN)%§ /K
KHESFVE, SMOTE #1 ADASYN 255 SKRES: DL
SMOTE-ENN V& KA

K4 IR T DT RERUN G EdE 4 10 2 B b
AT IR LT YIRS . £ 5 XL T DT #8E7
545 TR AR RE P e A AR B2 8. D3
FERP- IR o

XTEEEE 4 TR 5, 43 I LATR =07 ook S5 45 51
AT M. (1) FRAE VLA 0 R & EERT
JEUA R SR AT TR AR S, DT AT ) AR A I
AU AR IR 4G BIFETF, (H 2 BRI R E R B,
FUFL DR Dk TSR a5 AR T A A 0 A KA
A, AR E BRI i 2 BRI, Rt
AR HH I GE R . RCRAEAE N B 2 B AR I ]
e AR HEZEGERMEA, SEZHEmM %
B ESRFE RS RREEAF R, ARSI
FEAT e S ECREAES, MBI 24
KPR . BRI, TR0 T3 T DB

F4 DT WRAEHIEE G ZF
Table 4 Detection rate of DT on the original dataset

5 DR/%
GICIE S — —
EZ2es g e TME
NSL-KDD 97.37 59.18 78.28
UNSW-NB15 95.74 68.14 81.94
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R5 DT MERMFRBIEERIGNE
Table 5 Detection rate of DT on the resampled

dataset
I s DR/%
SRS Sk s —
EZC I e S S Ol
RUS 97.40 59.48 78.44
ENN 97.12 61.13 79.13
SMOTE 96.48 66.97 81.73
NSL-KDD
ADASYN 97.00 67.18 82.09
SMOTE-ENN 96.59 63.99 80.29
NNOA 95.99 69.35 82.67
RUS 93.20 75.47 84.34
ENN 92.66 76.68 84.67
SMOTE 87.16 86.00 86.58
UNSW-NBI15
ADASYN 89.15 86.07 87.61
SMOTE-ENN 89.52 85.94 87.73
NNOA 89.48 86.22 87.85

MR RHR . (2) RKFAE RERFERNE A RFESE
I HEREXT LU RCRAE IR RS I R AR T3 SR A R
HRAE, T LR 2D HU SR 0 26 1) 4 Tl P A
7N 3SR R B SRR T 2 5 A DN e A S A RS
RERTHACR B . (3) BEANFRI VR 53 B
RUS X /> H A 6 ()4 T 255 Je /s, o0 T R DR Ay
RUS 185 BENLINER 22 B FEA DLV 50 0 A, X
DRI o AT R MR, R I/ B0 A I 2 R
FEANHA S, ENN E i v SAREANE AR B il 402 1)
(T E 2500 2 M BRI AE AR, 85 T RUS H H Hul
ZHEEFEA, ENN R AARR RO L T RUS. 48
1M, ENN ¥4 68 52 BT 208 A2 i) R, JL0E A 1
NSL-KDD.UNSW-NB15 %5/N j9 24 3 £ fi 42, 7
N FH T R AR AL I, T R 2 k) 9 5 4 AN
T 5 SRR PERE R Z2; SMOTE Sy i 2 1 4
{ERA HREA, PEREILT RUS. ENN 5 2CRFEH
%; ADASYN 124 SMOTE (#2444, @ik Ay ag—A~D0
FRFEAR T [ 3T WA TR i A AN (1 A T =
FEPAN B 4E |, ADASYN (2502 /DB Rk
Ky 248 T SMOTE; SMOTE-ENN #4K KFE R
KAWL AA GG, BRI REEE TR A, LT
RKFE

T SEY, AT NNOA It K5Ik
FERVEREIL S, /D B I 2 0P 4G I 2 35y fe
15 o fE NSL-KDD #fli 45 I, /DESKIE Ky 69.35%,
BERFERTHTE T 10.17%, BARRIE A 82.67%, &
KFERTHETF T 4.39%; E UNSW-NBI15 ¥#i4k |-, /b
BRRTMESy 86.22%, BRALHTHETE T 18.08%, K&
PRI 2N 87.85%, BERFERIHEI T 5.91%. K,

NNOA AEA— Pk RAEE L, AT LA R 22 /i
it B AN T, 4 e D B AR I AR, T HL
L REAR T8 48 1) R A
442 FHFEIRFIERSH

PO 28 Gt 8 P vy A4 R TC A% e P R S A IO e e £
KENZE, BUILASEE LT EWOA [FRHIEIE
BEE, FHREAERERFIEA S, e R
W . A THAE EWOA AR, MELR =4
FAFEVEXS EESEG: (1) AE 2 MO /IR Y e
B O N 5k EWOA SRS S e etk . A
TR A 25 T BB 2 FETEAIC, S R R AL
R, AR AR I K 2 S B I B R I ) B 2
SEM AR N A] o PRIHAS SORE RO R /N BB AE 10 AT 50
Z 8], FELL10 A2 USCER 191 18 N B pR £ 5
ARSCHEAT XL, YUk TP iE MR s B AL . (2) 4
i WOA H1 EWOA SLIRAEFIER /Ny 30 I )38 N5
M2k, M h S W Scadt B F0 K AR RS B2 P9 7 1 96 ik 4 HY
I SRS 275 %0 (3) KH TPR. FPR. Accuracy
DL P e R IR 2 S5 PR i b, B0k 5 [R] 2R 2 (1) Ry
TEIEFEEIEAN L EWOA s HAe#h X LRIk
PR ATT : RS A 5% (Pigeon Inspired Opti-
mizer, PIO). KIRIEAEE(Grey Wolf Optimization,
GWO) F il £a fJL A4 57 7% (Remora  Optimization Algo-
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Table 6 The influence of different population sizes and fitness functions on the performance of the algorithm

FEER A A3z fit=w, - E/(D) +w, Arl SCik[191: fit=w - FPR+w, -L+ w, Arl
|d| TPR ° |d|
TPR/% FPR/% Accuracy/% TPR/% FPR/% Accuracy/%
10 94.05 15.94 88.36 92.89 16.15 87.74
20 92.96 15.91 87.91 92.89 16.16 87.74
30 93.87 10.26 91.52 92.79 16.18 87.69
40 93.09 13.40 89.06 92.90 16.18 87.73
50 96.13 16.85 88.74 95.29 20.27 86.44
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Figure 4 Fitness curves of different population sizes
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Table 7 Experimental parameters
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%8 NSL-KDD E&HEAII%AE
Table 8 Performance of each algorithm on NSL-KDD

TR7A TPR/% FPR/% Accuracy/%  FiESE
GWO 87.77 19.82 83.45 18

PIO 90.38 16.52 87.41 20
ROA 90.60 17.44 86.02 16
WOA 91.44 12.99 88.92 22
EWOA 93.87 10.26 91.52 7

%9 UNSW-NBI5 & B LRI
Table 9 Performance of each algorithm on

UNSW-NB15
i TPR/% FPR/% Accuracy/%  FRHEHE
GWO 91.72 20.85 84.80 24
PIO 88.76 30.52 78.14 27
ROA 87.53 14.15 86.60 10
WOA 94.14 19.55 86.60 11
EWOA 92.28 6.42 93.00 6
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Table 10 Binary classification result of NSL-KDD test

set
ik Accuracy/% TPR/% FPR/%  Fl-score/%

Sigmoid-MFO!"” 88.00 83.50 5.10 88.10
Cosine-MFO!"”! 89.70 89.10 4.90 89.20
Sigmoid-PIOM®! 86.90 81.70 6.40 86.40
Cosine-PIO™®! 88.30 86.60 8.80 88.20
CapSAP" 77.21 N/A N/A 76.89
NNOA-EWOA 91.52 93.87 1026 91.55
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Table 11 Binary classification result of UNSW-NB15

test set
Bk Accuracy/% TPR/% FPR/%  Fl-score/%

Ada-LightGBM!""! 87.11 N/A N/A N/A
EnFs!'® 85.70 N/A 22.0 86.70
Sigmoid-MFO!” 88.00 83.50 5.10 88.10
Cosine-MFO!” 89.70 89.10 4.90 89.20
PIO-iForest!"”! 90.10 96.60 19.70 89.50
NNOA-EWOA 93.00 92.28 6.42 93.00
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CNN-BLSTM!! 82.8 82.0 82.0 82.0
ID-ULM 81.84 N/A N/A N/A
DUEN! 81.8 67.2 83.0 70.7
AE-SAC™ 84.15 84.15 84.27 83.97
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NNOA-EWOA 84.15 84.15 85.95 83.15
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