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Abstract With the rapid development of information technology and application, all kinds of network information sys-
tems are also coping with a large number of information security risks and hidden danger, and all kinds of network infor-
mation security incidents occur frequently. Represented by the “Stuxnet”, Advanced Persistent Threats (APT) with its
characteristic of advanced, sustainability, and targeted, have theft the confidential data (destroyed the critical information
system) of government, financial institutions, large enterprises and other organizations. It not only arises all kinds of sig-
nificant security risks in the information systems, hinders the normal operation of industry and business, and also seriously
affects public security and even national security. As the APT attacks usually will not launch frequently, it is difficult for a
single device to capture sufficient APT attack data, the data scale is not enough for training the attack activity prediction
mode. Aiming at the problem of insufficient and scattered APT attack prediction data, we proposed an APT activities pre-
diction method for IoT systems, named APTPIS to predict the probability of subsequent APT attacks occurred in IoT sys-
tems. It is the first time to apply a federated learning mechanism to aggregate suspicious activities features in the IoT sys-
tems, where the APT prediction phase does not need any correlation rules. Moreover, to achieve privacy-preserving prop-
erty, we further adopt a differentially private data perturbation mechanism to add the Laplacian random noise to the IoT
device training data features, so as to achieve the maximum protection of private data. Using the trained attack prediction
model, a kind of APT attack activity prediction process is designed. Inputting the log data generated in the system into the
prediction model, the probability of subsequent APT attack can be predicted. The experimental results show that APTPIS
can accurately and efficiently predict the probability of subsequent APT attack activities occurring in the IoT system.
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Figure 1 APTPIS system architecture
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Table 1 ICP parameter
Type sizze/l::r}; de Depth #1 X1 #3 X3 reduce #3X3 #5 X5 reduce #5X5 Pool proj
Convolution-1 7X712 1
Max pool-1 3X3/2 0
Convolution-2 3X3/1 2 64 192
Max pool-2 3X3/2 0
Inception-(3a) 2 64 96 128 16 32 32
Inception-(3b) 2 128 128 192 32 96 64
Maxpool-3 3X3/2 0
Inception-(4a) 2 192 96 208 16 48 64
Inception-(4b) 2 160 112 224 24 64 64
Inception-(4c) 2 128 128 256 24 64 64
Inception-(4d) 2 112 144 288 32 64 64
Inception-(4e) 2 256 160 320 32 128 128
Maxpool-4 3X3/2 0
Inception-(5a) 2 256 160 320 32 128 128
Inception-(5b) 2 384 192 384 48 128 128
Average pool-5 7X71 0
Dropout(40%) 0
Linear 1
Softmax 0
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R IR BUBIR (R DI 24 3 46 1 KA R
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1 1CP ORI I B GE 81 T Laplacion b
BUBE 75, DA L 30 0 S HIE 9 R G i T
FAATIA ST . SR AT 5 I3 95 00 1
A SUPIIBEI 2 5 6 S0 o 0 SRR,
RARY T W0 235 8 Y OB B W AL  1CP A5
BB R R = F(x,). S, R
03 BB £ A B A B LS, 1R
ICP BUUE: 1 F MR BRSO HEAE X,
A JRBURIEHE £ D— R MAX)FTR.

&= max |f(d)-f(d) (M)

Horp D Fonf NIk, d R (g BRSO 5 i D&
IRT AN, d R R BRSO S FROR I
N x, B4 x R eR £, e AME TR
A ISTIT A M 7 1= B 2 TN T DM SR A€/ 1S
S IR R
3.1.2 GRU ##!

[ 14 ¥4 ¥ 00(Gated Recurrent Unit, GRU)J&—
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R TS IHCAZ N T A2 M 45 (Long Short Term
Memory networks, LSTM)FIfEFA & 4%, n] H T
fiff P S 1) A% 3 T A G AZ BB B ) . AR A
ICP-GRU FERL A RA] T 1 AR B TC— Ty 2 T
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KRS LeAL b4 27 ST B o DRIk, B 7%
AN EEDE LT, HEEE R B U 2R R
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WS R, g R, (HIRR =4l s, S
HIRRHIE A S E D, AR TRT R, GRU AHEUHT AR
2 HAT T v R k3 DA SCEAIR ) B H
5 AL SR G A P 28 I 2 AL, FH A 19 R A 0
732 BEOBCIRES A FY TN X' JERIYUR T GRU
(R NI SERDER AR X' A5 A, AT LA B 2w
MR Iy R R IR NS . (R
VILE B, AT (rest gate) M1 BT ] (update gate) ]
AT R TSR, AR ARG M T
ST TCBUE o RoR) M EH T TR H 2 £oR)
k557, Hod 6 AR3R Sigmoid %L
r=5Wﬂf+U%H) )
z=5@Wﬁ+U%“ﬁ 3)
RBTME S fa, S0 01e] 1Tk S A B s
B GHEIREM AR 4 FioR). K n ™ xS E B
WG tanh (), W ORES B VS BEIAE-1 2 1
Z Ao NI, A" WIS i N (B X FIH
FAL SRR Bk S BT A R (A 5 BT
TR)e K RS IR YRR, (AT SEEN M FR
Aridiz.
W =n"or (4)
h'=tanh(tht +U" (ht_l Or)) (5)
B Ja, GRU [R] I HEAT 8 A2 PR R A o Tl
MRTRER ST T 0 2 1 2[RI SEHr T 1ELE T LA
it (1-2) 0 h™ Wi 2 A d i b, Jd
W zoh W R ORER T 20 i AR R S
PEBEE T 1, BRZ SRR E. ke, &
B IERL T 0, B MidiZapiis. it 2
IR, mARETTHA (6K R

B =(1-z)0h" +z0h' (©6)

221d ICP B MK A5 54 4RI 2 4 i

Helaks ik LUP I R UG 2] GRU A2 v,

NI AT 3 3o 396 6 A0 12 B3 25 oK 27 50 3 o I IR PP

iE o 38 B S I A A T A AN T S T S 0, 22

ZRIEAE AT 2] AR APT BUtE )il
TR
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Table 2 GRU Parameter

Symbol Parameter Values
N # of Neurons [‘64,128,256,512,1024°]
n Learning Rate [0.1,0.5,1,2,5,10]
L Sliding Window Steps [3,6,12,18,24]
Optimizer [‘adam’]
Loss ['MSE’]
BS Batch Size(b) [16,32,64,128,256]
E Epochs [¢500,1000°]
Activation Function [‘Sigmoid’]
Dropouts N/A
Weight Regularizer N/A
Kernel Initializer [‘Normal’]
Last Activation [‘RELU’]
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Figure 3 Federated process
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— U ERER, WE APT Moo ik 55
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321 HEschirz

B APT Bk MR (106 X 24 i v 46 A= 1311
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TEPICM RGP AR50 APT BUliigshiny, 24
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BE2x ok Bk B R N D B iE S kAR . X i
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I BT A BRI TE . TN AN R AL H
HEHE S EE AT TSR B, 5 e B
H SR o H RS . HAAR SRR 3 22 T
TR Y £ 3 VA% TP R T TR RAE R GE, AR R
G AR H & . ARSI T PN 2
Uity W P #3407 Windows Embedded Compact
(Windows CE)#AE R4E, B4 i e #s Hhn] KA 1)
HERB WL 5 Pros.

T AT R AL R, A S e
gi— g ale A, ASCER T 19 NS T
H AR SEBI(WE 6 Pros), B4 H &S &omh—4
19 4R A(I(log),,) = (a),ay,.... a5, ay9) o NI
(1) B & S04 1A S B P REARAE 22 e 1, A
FAHELROUES a« ay Flag = NEUSE, W
KR HARA B A €07,

#&3 APTPIS FiEHEFF S I EAARED
Table 3 The APTPIS pseudo-code
APTPIS 2% 5 5%
1:  procedure WM £ b B
2: M x =x,01,;
3 R x =F(x));

4: PR s a2 xl' =x /max[l’x;)] .

AW x, = x, + Lap(B/51) ;
FAf x —x, BB,

end procedure

procedure A1 55 4%
EVENT: WCEIH MM ORAE x,

10 AR w0 e

L X

11: for i~ E, e(1,-+,E) do
12: for fiLib¥ be B do

13: g =V, L(w,.x):
1 Wl = =0l
15: AW,(?1 =w,<i)1 - w,(i) ;

16: end for

17: AR an) B ARS =
18: end procedure
19: procedure ‘%455 =

20:  EVENT: WEI AR T anil)
21: IR A R SR WD

22: for fiTfi ie[l,n] do

23: wfff“l’“”:wt(g"’b“’)-%—%z; A
24: end for

250 I Wl 4 N

26: end procedure
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Table 4 The notations used in the pseudo-code

" B 0l

%, W25 B A6 A B
%, HIFFAHR ) x,

5 THRR R

I, e

% FRLEI 4 1SR

¥ Lo SR IR x,

I IR 102

F(x,) VRIEMIZE I
LOw, %) HbR A K B A

B P e i 4t

E A HEAR

s ERTE e

Wl WKL B £ 1 ¢ RIS
g WUBI LS B § 2 ¢ NIRRT
An) £ IR0 0 5
e AL BT S

o I 7 R

RS5 APT WEHEHNMMRE K B/ HESLE
Table S Log types from different recorders

UTRS) Hen SR F G HR I N R
1 HTTP Internet explorer
2 Object access Audit
3 DNS Tshark
4 Authentication Syslogd
5 Process create Audit
6 WEP connect Audit

RIS g 7, ¢, JNRIFTA AR IC Rt i H sz
HHAT ICP-GRU BRI 2., SEFRIX— N A B 1E
OISR Y1 5 B s T3 B 1) Py HE B P 484
HXHFARKSE T APT MG sl 3 7 ¥ e 1 HEsh 1
Mo Znd—@m R, #n] 58 ICP-GRU #A
MR SATHI0 APT 52 B, DRX 52
JIT 5 B PR B Do) 4 i 152 6 v i 42 H L 1 I s i A
NE B 58 BB 2% 2] () ICP-GRU B eh ) fgi ] ¢ 45
132G APT Bk 2 IR . MR I
AR A B, ZYEEN RGP R AT e IS
J¥ APT BUilidiEsh, AR BN b0 N s A et

4 FTRMHESTEHESN

H T SARFESE K APTPIS J5 kb A7 7m0
MIVEGY, ST — DB I A R &, s 1S
O TAEP I dm gy 7 AN APT B
(Op-Clandestine Fox. Hacking Team. APT on Taiwan.
Tibetan and HK. Op-Tropic Trooper. Russian Cam-
paign il Attack on Aerospace)tH ¢ H & H s 4}
ICP-GRU 1Y Bk AT YN Z5 I DAl 2 HUI0 2R .
Op-Clandestine Fox &1 /& IE I Y2 1 — AN,
WARF I F AL ie6 S UL BRRUAS, G Wl (1
LT LASE 4 ) U 190 2 AR R . RE AN RIS, SR
AHEAT — S8R5 8, e ey R e, H 2

*6 HEXSRHSH

Table 6 Log instance features extracted from log re-

3.2.2 APT WFHiEsh T2

4 ICP-GRU B8 58 it H BRI i R 48 APT
BebAT i R )2 ) s, W TS 7 APT
KO sh B R . S BT 2w (e g AR
AT, APT Buhi i 55 rhon oAl 21 1 B 6 3 = 2 s
TLEUF 4 NP IR, C&C A
PRSI AR AN . 7E IR 4 AT b R
B = 2 ) H AR O 1 ATl R B AT BT TR L
VERPUR I LICM ikt AT SRR IS 123013
F AT bR H & 52490 0] 1 ICP-GRU #EL (1]
Yro ST R AR Y DL R IRk T APT 3%
ST 4 FrR).

B BEAE I 0] 52, 1 2, I 200 0 53l 76 0 B R R e
MENFA APT Bbiisa 2 i DRI i+1 25 APT
AT A, IBAIX 0 B B 1 4 1k X 244 5ty ¢ 4% T

cords

i H e ZH 4 il
1 Hi& 1-6 timestamp A i i ]
2 Hi&3 q_domain DNS ki 4
3 Hi& 3 r ip DNS fif##1 1P Hbhik
4 Hi& 2. 5.6 pid 16 fridEFE ID
5 H& s ppid 16 A5 kR ID
6 Hi& 2, 4. 5.6 pname 4
7 Hi6 h_ip EHLIP bk
8 Hi& 6 h_port E ML
9 Hi 6 d_port ERnE=]
10 Hi& 6 d_ip HAx 1P Mk
11 H&E6 type T SR/ )3
12 Hi1 get_q GET 1%
13 Hi& 1 post_q POST #42
14 HiE 1 res_code Wiy A A
15 Hi1 h_domain FEHs 4
16 H& 1 referer sk URT 1471 H
17 HiE 1 res_loc g A AE
18 Hi& 2 acct U 7] SR
19 H&E 2 objname SR




JRFH A TR IR AR SR APT JGliies sl Pl U5 v

e € Ll C&C ifE

185

B PR A5 4 Hdma

/’\\
OGN~~~ 4%%3)
\ /

ete

X s
\
OF P

AN

/’\\

I ]

4 ICP-GRU &) 472
Figure 4 ICP-GRU model training process
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Table 7 Datasets used in our experiments

BT Hmasal VIgREASE AR AR

Op-Clandestine Fox 19X 1 5600 1200
Hacking Team 19%1 5800 1240
APT on Taiwan 19%X1 5750 1232
Tibetan and HK 19%X1 6300 1350
Op-Tropic Trooper 19% 1 6100 1307
Russian Campaign 19%1 7800 1671
Attack on Aerospace 19X 1 4900 1050

412 ERIAFHERE

Ry T AR L SIS A I T R R M S B S A I A
R, ARSI FIH 4 G AHF K FEHL(Intel Core
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Figure 5 Simulation experiment environment
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Figure 6 The F; score changing with alarm threshold
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Table 8 The situation of devices attacked
WA 1 23 4 5 6 7 8
Op-Clandestine ° ° o ° o o o o
Fox
Hacking Team O e O O O O e O
APT on Taiwan O [ ] [ ] @] [ J O O O
Tibetanand HK =~ @ O [ ] [ ] O O [ J O
OpTiopic o o o o @ O @ O
Trooper
RusianCam-—— 5 5 5 @ o 0 @ O
paign
Attack on o ° ° o o o o
Aerospace

RO Gy T AR R ANIBC Y 28 B BE A R IBC
SR By e rp s SR PR PR AE A PR EE

x99 HIMBFIHEHAFIEE TR AT L
Table 9 Effect of using federated learning comparing
to centralizing approach

) IR 2
N fErh
GRLERLD o 64 124 184 24 A
28] iy 2 £ 87}
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