105 54 i B %4 %M Vol. 10 No. 4
202547 H Journal of Cyber Security July 2025

A F RIS I 5 B fE 2R 1A

PeEm K &, X2 F MEHY T4EF
U B RS B DA Jbst B E 100093
2 o [ Rl 2 B oK M 45 ) e 4Bt bt D 100049

WE FEANTEREEARS SRR AR, EEEFREME M4 (Deep Neural Networks, DNNs)ZE T HLAR G 157517
SFN ARG A E A IS T AR AN I . RS 5. B IRBIATUAR 32T 454, DNNs HERR LR T A
K, MANTHERR T THALIGE . 2800, LT FTR I, DNN BB IR 25 5 2 B PUREAR B, RfE LA ImA
TNANTT 250 AN, BiAe T30 DNN BVENR I, X —I% 51K T AT S btk R 20 S8 2% 7RV SN 00 o)
PO 5B E SR T T Z RS, WFCE A4S D1 T RS (PR R R AR A5 P B, ELAE SCAR SIS I F R A L8, 1R
Z LGSR 5 VR AN e BN SCAR, JU LR SOAS S U e A A B R S A Bk, S 2 IR . A S A
A28 T SCAAEE A R Br s 5 B4 AR —SAH G TAE . Bk, AR ST S8 AN IR (9 £ BEX SCA b R e el 55 B A AT
T, DU TE b B AR AT SO R R R B0 S B A, e A SO A T A R AR R ol e, AR R Bt S B AR T VR
PERE LU DA R S5 45 SR B 0T, B JE AR SO I8 T SO LSl 5 i A7 AR Bk b, an ] 78 LR IS SRR M I RT3 A2 o
T B R (PR U AR DR e sk e B 200 I 24 ST YR R ARRAE o IR EE R W S TRAL T 5 SR AR RS, ARSI ] DAE i 71X
77 1) LA B ST A SIS Bt B ek 5 AR A

KR HEMEMNGS; WPUEAR; Wi S P

REESSES  TP309.2 DOI S 10.19363/J.cnki.cn10-1380/tn.2023.08.11

A Survey on Adversarial Attacks and Defenses in Text
Domain

LIANG Yuhang'?, LIN Zheng', WANG Lei' , HE Yuanye'?, WANG Weiping'

! Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
%School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract With the development of artificial intelligence and high computational devices, deep neural networks (DNNG),
in recent years, have achieved remarkable results in fields such as computer vision, speech recognition, and natural lan-
guage processing. In tasks such as image classification, speech recognition, and text classification, the accuracy rate of
DNNSs has even surpassed that of humans, endowing artificial intelligence with amazing capabilities. However, researches
in recent years have shown that DNNs are highly vulnerable to adversarial examples which can lead to incorrect predic-
tions by adding small and imperceptible perturbations to the normal inputs. This phenomenon has triggered people’s deep
thinking about the robustness of DNN models. The adversarial attacks and defenses have been well studied in the field of
computer vision, and researchers strive to develop robust models against various attacks, but researches in text domain are
still relatively insufficient. Many methods in computer vision domain cannot be directly applied to texts. Especially the
input space of texts is discrete which makes attacks and defenses more challenging. So there is still lots of research poten-
tials in this field. This article presents a comprehensive introduction of adversarial attacks and defenses in text domain
together with some related work. Specifically, we first classify the adversarial attacks and defenses in texts from different
perspectives so that we can better understand and study different types of attacks and defenses. Then we present the corre-
sponding related works and recent advances, including the performance comparison of different attack and defense meth-
ods and the analysis of experimental results. Finally we discuss the existing challenges of adversarial attacks and defenses
in text domain such as how to generate higher-quality adversarial examples while maintaining semantic similarity and how
to avoid the model from only learning shallow features. These challenges provide researchers with valuable exploration
opportunities, and future research can focus on these directions to promote the development of adversarial attacks and de-
fenses in text domain.
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Figure 1 The classification of adversarial attacks and defenses
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Table 1 Work comparison of different attack granularity

Wi gy ik i ME/E H sk B b ezt R
Eger 2 \ (! FR% HE IE HAx AFEARBLRE 7
HotFlip®®! TR = HAs Bt REHALEE 2
Gil Z N\ TRk HE B[S ¥ian - i
DeepWordBug!*! FREH by A H bR ETLESER 7
Ebrahimi %5 A [ TR S TS IE H brBit &
Belinkov % A1 FR% e IF H b3k 7
Papernot % A\ #i 2 Sk Ak H bR Bl P
Samanta 5 A1) L 3] 2% SF 4k H s Bt - 2
GSA! I 2] HE B[S ¥ian DK P 2 i
iAdv-Text™! IR 2] Sk Ik H et ARIZARBLEE 2
JAVAYARE IR 2] Sk Ik H et W =2
GA! IR 2] B H br ek L GHEEEY g
Cheng %\ B3] 2 Sk IF Hbr B0k AL P
Yang %5 N7 CATES S Ba e Hbr Bl i
Liang 55 AP LT E SN ISk H br Bt 2
Cheng % A1) IR 2] Sk HbrBits =2
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Table 2 Instances of some attack methods
Wik ik FHA BB M PUREAS] T
JA 5] it’s the cinematic equivalent of a good page-turner, and even if it’s
DeepWordBug™’ TR 20 R ) g n(\){lS(/ense‘:, its clav.vs dig ?urpris'ingly deep. (65.44% positive) N
#BN4): it’s the cinematic equivalent of a good page-turner, and even if it’s
nonsenes, its claws dig surprisingly depe. (78.32% negative)
J54): despite some gulps the film is a fuzzy huggy. (99.72% positive)
HotFlip™ e A e SRIE
i BRI A5t o #3l1): despte some gulps the film is a fuzzx huggy. 99.00% negative
JR £ it’s one of the saddest films i have ever seen that still manages to be
" . . lifting but not overly sentimental. (100% negative)
PWWSI T4 Bt g L i g
PR BL i #BIH): It © s one of the saddest films i have ever seen that still manages to
be uplifting but non overly sentimental. (54.13% positive)
J4J: here’s a british flick gleefully unconcerned with plausibility, yet just
FRFY. M as determined to entertain you. (71.27% negative)
TextBugger’¥ B Qg BB K
xiues ETHBNRLR. FRHER i R $5))5: here’s a british flcik gleefully unconcerned with plausibility, yet
just as determined to entertain you. (53.00% positive)
JR4J: it is ridiculous, of course, but it is also refreshing, disarming, and just
outright enjoyable despite its ridiculousness. (77.74% positive)

GA™! T as AL S 1] B e P 2 #3hA): it is ridiculous, of course, but it is also refreshing , disarming, and
just outright enjoyable notwithstanding its ridiculousness. (53.24% nega-
tive)

J5U1): The characters, cast in impossibly contrived situations, are totally
. o .
TextFooler®! ST AR R i 2 es‘trAanged from reality. (72.47.A.negat1\‘/e) . .
5 1): The characters, cast in impossibly engineered circumstances, are
fully estranged from reality. (84.25% positive)
. J5U1): this is a movie I really don’t like, it’s terrible. (100% negative)
SEAS®! JHE TR0 [ ) T E kR G . ,
: R T #31): that is a movie I really don’t like, it is terrible. (57.84% positive)
. , . J5{11): there is no pleasure in watch this movie. (90% negative
SCPN BT T wrm Y P (0% negative)

#L34): in watch this movie, there is no pleasure. (57.94% positive)
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Table 3 Comparison of text defense methods
I 1 T A Jit 2/ ] 3R iR Hdnak riti )y 75 A0 %5 SR (HER R %)
Pruthi 45 A JA R Bert IMDB PHE 4R 73.0
Jones &5 \[103] Ja ki Bert SST-2 PEEHIR 80.7
Ren 2 \[7) Ja & CNN&BILSTM IMDB ) 87.9
Zhu 2 N\ Ja &= Bert SST-2 B 93.5
Miyato %5 A% Ja Rk CNN&BILSTM IMDB AN 94.1
Huang %5 A\ ™! CIE 308 CNN IMDB i B e 78.7
Jia % NP CIE 308 CNN IMDB i B e 79.7
Ye 25\ AR Bert IMDB il B e 81.2

5 HEEMEXIAES

N T B SRR T ST A S 6 i 5, 3K
R B TN S B A AR 2 T Kl
MR THA., & 4 G TREEGEA AR T
YERMESS IO o

F4 —LERHBIERONA
Table 4 Application of some public datasets

e TAE R 5%
IMDB [23,73-74] T I&S BT
SNLI [23,88] H AR iR
HANS [26] H AR R
SST [22,69] IR HT
Amazon Review [43] ARG
SQuAD [6,81-82] [HESFN
AG’s News [66,76] AR
GLUE [99,103] Zih

(i RPOIE T 8 RETAE. )

51 HIEEL

IMDB": i%H#i 4/ 1 Maas 25 N T4
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PR R-F- 24K B 200 A Hm], [R) I IMDB i 1,75
BA A AR 1 B A

SNLI®: Ji3H 4 F 28 7 5 #E 9 (Stanford Natural
Language Inference, SNLI)%{ #fi 45 i 7 40 45 K 2%
Bowman 2 A58, g4 570000 AT

@ http://ai.stanford.edu/amaas/data/sentiment/

@ https:/nlp.stanford.edu/projects/snli/

® https://github.com/tommccoyl/hans

@ https://nlp.stanford.edu/sentiment/index.html

® http://snap.stanford.edu/data/web-Amazon-links.html
https://rajpurkar.github.io/SQuAD-explorer/

@ hittps:/github.com/mhjabreel/CharCNN/tree/master/data/
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204 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

TN B S S PR g oK, oK R TERLPE
T4 RCR IS, AN RS 30000 YIZRFE AT 1900
MFEA

GLUE®: i JT] [ 4R 18 5 BT 55 (General Lan-
guage Understanding Evaluation, GLUE) & Hi 3¢ [H 41
LR AR B B 2 AT 55 ARE S
BURSEAER AT 61, GLUE 8 Ui AR S
Wb BRAT: 55, AT 55 #ON B — S B 4, 23 il 2
CoLA. SST-2. MRPC. STS-B. QQP. MNLI. QNLI,
RTE Al WNLI, # S i SCHBL. BARTE S HERE, SCA
5 R ZAMES, oS Tl S B AR 4
THI PR B 46
52 IHH

H RIS TextAttack’ Ml OpenAttack'® X AN SC A
P LHRA, “HYEE T LA R SO BT
i k. i TextAttack FJsEES R, 1 Morris
25 NPT, TextAttack FRIBEEAL B v HERFFT N 53]
DA 300 2ok AT ZH A PR 205 ok b il ek, i T
AL T K B SCERIK 16 FoefHTBah I se B, JF 3R
M RFIEE AR, T HCFF ARG Bert FHHADAE T
Transformer R4 DL & T GLUE 1145, TextAttack
A0, 35 04 8 R RO P GRASE R, AT LAASE R
SRIM AL R (R R ff 1 AN 65 12 - OpenAdttack
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