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Abstract Deepfakes, malicious means used to create false facial features or completely reshape faces, pose a major
threat to personal reputation and social security. In order to deal with this challenge, some researchers have proposed using
adversarial perturbations to resist the attacks of deep face forgery models. This method aims to seriously taint the output of
these deep face forgery models to prevent their forgery capabilities. Although adding adversarial perturbations does lead to
significant visual differences between the generated forged facial images and real images, these adversarial perturbations
can only provide relatively effective protection for specific depth face forgery models known during the training process,
and are difficult to covers multiple threats. In order to solve this problem, this article proposes a scheme to train multiple
models against perturbation, and the internal structures of the multiple models added to the training are widely different, so
that the resulting adversarial perturbation can universally protect facial images from a variety of known and unknown
forged models. infringement. First, we established a multi-model parallel attack pipeline to conduct adversarial attacks on
multiple deep face forgery models at the same time, continuously strengthening the resistance to each model. Secondly, we
innovatively design a saliency-biased fusion strategy, aiming to alleviate the adversarial perturbation conflicts caused by
different pipeline branches. In addition, in order to improve the generalization ability of the model and better simulate ac-
tual image shooting scenarios, we also use data enhancement technology in the original images. Finally, after the parallel
attack pipeline branches are fused to combat perturbations, the heuristic tree-shaped PARZEN method is used to automati-
cally find the optimal attack step size to further alleviate the compatibility problem of perturbations between models. Ex-
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tensive experimental verification shows that the multi-model adversarial perturbation we proposed can effectively deface
forged face images generated by multiple deep face forgery models, and achieves a good balance in robustness, efficiency

and generalization.

Key words multi-model general image perturbation; adversarial attacks; deepfake; machine learning
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Figure 1 Comparison of passive forensics (Figure a)
and active defense (Figure b) processes
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Figure 2 The overall process of multi-model counterattack on multiple face modification networks
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3 RBEEGIMMREGEZESMHARMEREFHERILRED A ITEMARBEE, GMANHREIL, B-E
TR A1ER AttGAN. AGGAN. GuidedStyle 1 HiSD Xf A {T{4i& 5 RY4E R)
Figure 3 Comparison of the results of the original image and the adversarial image after multiple face forgery
models (where the left side of row A is the original image, the right side is the adversarial image, and rows B-E are
the forged results of row A using AttGAN, AGGAN, GuidedStyle and HiSD in turn)

R1 NI MMA HEhE & MAERE BRI R
Table 1 Destruction effect on each forged model after adding MMA perturbation

IELES ] .t SR FID 1 HFAS-S{
GuidedStyle 0.11 95.36% 75.22 36.85%
CelebA AGGAN 0.19 99.83% 56.32 56.24%
AUGAN 0.14 93.20% 78.73 3527%
HiSD 0.24 99.96% 101.41 421%
GuidedStyle 0.13 95.45% 86.31 31.87%
CASIAWebFace AGGAN 0.20 99.88% 78.64 47.22%
AtGAN 0.15 95.24% 143.86 31.27%
HiSD 0.27 100.00% 197.12 8.01%
GuidedStyle 0.14 96.62% 113.67 30.63%
Photoss0 AGGAN 0.21 99.97% 96.70 66.21%
AtGAN 0.17 96.34% 217.88 21.38%
HiSD 0.29 100.00% 244.54 10.07%

H ARG AR R RE ST . BEAN, 7E CelebA % Yk, Xz oA R et RSk, Br
PiE FRIUAENHT CASIA-WebFace fil Photos100 5 ¥t# 4 EI\ 33 4 i 3 Bon A ) FID , W)
B2, X hiE 83T CelebA HHT  EATIMIhIE S B 2,
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Table 2 Robustness evaluation results of MMA perturbation on different image processing on CelebA dataset

JiE R =75

Jit i R =50

JPEG &4 AR B K =100
SRy, | FID,,, 97.09% / 77.92 95.19% / 70.84
TR b )5 7=3
SRy, ! FID,, 97.09% / 77.92 94.81% / 67.22
FE TR PG B K /=3
SRy ! FID,\ 97.09% / 77.92 96.12% / 65.81
4T RAb AL 1=75%
SRy, ! FID,,, 97.09% / 77.92 96.54% / 72.58
LB AR F BT L =10%
SRy ! FID, 97.09% / 77.92 95.26% / 73.25

92.52% /65.71
)7 7E=5
91.35% / 61.04
BRI K N=5
92.40% / 59.22
AL 51=50%
94.38% / 68.22
BTG 1=30%
93.47% / 67.61

86.20% / 60.66
I 72=1
85.34% / 56.38
BRI K AN=T7
88.63% / 55.70
A LL1=25%
90.07% / 61.36
BTG 1=50%
85.03% /59.10
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Table 3 Comparative results of this method with other popular methods

ik SRT FIDT
GuidedStyle AGGAN AttGAN HiSD GuidedStyle AGGAN AttGAN HiSD
PGD 0.175 0.998 0.217 0.003 15.32 45.07 17.58 3472
MIM 0.059 1 0.017 0.044 18.14 69.74 16.09 33.15
M-DI2-FGSM 0.004 0.999 0.023 0.005 17.01 46.57 16.35 17.75
AutoPGD 0.001 0.996 0.040 0.005 14.52 48.51 18.89 18.78
CMUA 0.713 1 0.871 1 54.89 50.96 65.06 92.73
AR5 0.954 1 0.932 1 75.22 56.32 78.73 101.41
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Table 4 Comparison of performance indicators using
data enhancement techniques on CelebA datasets
PEREFEAR AL (7R ZEMIA N A, A3 D)

Pt A0
SRT HFAS -S4
GuidedStyle 87.69%—>95.36% 41.31%—>36.85%
AGGAN 97.35%—>99.83% 67.73%—>56.24%
AttGAN 90.67%—>93.20% 40.52%—>35.27%
HiSD 98.46%—>99.96% 16.38%—~4.21%
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Table 5 Effect of different loss function thresholds on
model performance on CelebA

BURR B &

VE FR bR
0.01 0.05 0.08 0.15 0.3
SR, T 56.38% 90.36% 97.09% 94.17%  88.62%
Time(min) 4 a 23a 107a 3684 819a

Fz6 RHMMEWETHIREIFRINE
Table 6 Destruction success rate under unknown
forgery attack

Pl 1 H AR BRI (%)
StarGAN 98.33%
PAGN 96.67%
Condition-GAN 94.00%
Face2Face 95.33%
Zao 88.67%
FakeAPP 86.00%

WIS TR AR A o BRATT 3 1 A 453 2K o i {1k
ANHIEE N2 3 BUS AT I ARG BT, PR R B
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AR ARSI TPE Bl KA 2k

F 7 7& CelebA LRSS #NFN B R T KIRIEITHE
Bt RERY SR
Table 7 Effects of fusing perturbations and auto-
matically optimizing step size operations on model
performance on CelebA

UIRES JERLPGD  XTHET XHE 2 A5k
SRz v v
SESIIURERIZES J v
SR (GuidedStyle) 5.2% 347%  91.3% 95.36%
SR (AGGAN) 99.6%  89.6%  99.8% 99.83%
SR (AttGAN) 3.5% 812%  474% 93.20%
SR (HiSD) 0.1% 3.4% 10.8% 99.96%

Wik 7 Fion, LR PGD SHELE GuidedStyle,
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