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An Anomaly Detection Method Based on Dual Auto
-Encoder with Residual Attention Mechanism

WU Xiaojie, LIU Qiang
College of Computer Science and Technology, National University of Defense Technology, Changsha 410073, China

Abstract In the rapidly developing era of information and data, cyberattacks pose a serious threat to human privacy,
work and even the safety of life and property. As an important equipment for human to communicate in daily work, and for
entertainment and data storage, the host has become the main target of cyberattacks. Therefore, it is urgent and necessary
to study the host attack discovery technology. And as a carrier to record all behaviors in the host, host events have become
the focus of research. Attackers' various malicious operations in the host will inevitably be recorded as host events. How-
ever, malicious events are hidden in large-scale normal events, that are difficult to detect and filter out, leading to academic
research on a series of issues such as how to obtain host events, how to identify and extract malicious events, how to re-
construct the attack process, and how to conduct security protection. This paper has carried out extensive research and de-
tailed summary on the research related to host event based attack discovery technology, and combed its research and de-
velopment history, then compares with intrusion detection and digital forensics from four aspects: analysis object, analysis
method, time of action, and analysis purpose. After, the definition of host event based attack discovery technology was
conducted. Subsequently, this paper explains the key concepts involved. Two major problems which are dependency ex-
plosion and timeliness are pointed out. Then the research is divided into three categories according to the stages: host event
collection, host event processing and host event analysis. The research results and progress of the three categories around
the two major problems, which are 12 subcategories in total, are introduced respectively. Finally, the possible research
directions in the future are pointed out according to the current research situation, including integrity and credibility of
host event records, timeliness of attack discovery, cross-device attack discovery, multi-step attack discovery, and algorithm
application.

Key words graph deep learning, anomaly detection, dual auto-encoder, residual attention mechanism

BiIEE: X, -, FIZdZ, Email: giangliu06@nudt.edu.cn.
AVREAI B EE BARRHE LG T H (No. 20211330779) % B o
WA F A 2023-09-26; &4 H #H: 2024-02-20; 5 A5 H #H: 2025-08-14



108 Journal of Cyber Security {7 224 2# )k, 2025 £ 9 H, 10 %, 5 5 ¥

1 3515

Biti o X 2% 2% R e oh 4k Bl . 2. RS W2 A
(RI5F5 7N 2 il s B, X 2% 22 4 N 9P R R B R, %2
SRR JER I E I, M. AT
MR 45 Hiti . B3 MR Hp ) A S 2 2 BRI 2% 05
THAT N E AT, 25 2% 22 A AR B A SR T 7™ I ) R
BBl o DRI, AT 20 S5 AR A AR 1) I 45 ¢ 4By
AR FFEAF B T W 2% 22 A 2R T Bk oy, A
FWFFT T AR LM, A, PEBEA TR e HLaS 24 >
BRI ED R R, WLk 24a5 N TR A SXUHFIT K
N RN RGS P, AR R,
Sk 2 ST R o 0 2% VAR R N ) 81 S A 2
o, IR T R R SR, K HEE TR A
i 1R REAS I 7 VR A %00 1 51 25 A8 A 1) 19X 4% 97 4
S5 LA ENLZ AAEASAS HAT A o BRI, {1 &5
A B A D 8% 9 R O 5 | N B B2 2% S AR T
% S H T ST AN B K 2 i, k(1]
Bt St 4E Y IR AN ) A, AR S R % 3 B A
AN BRI EEE, JHRR T M T R
e P 010 S5 0 24 70 ARSI o AT, 45 A A
25K H 9ntd 2% (Auto-Encoder, AE)M) 57 5 f i 7 A0
51 T2 W IED ok, Dominant J7 &M
g5 TR 5 TR 408 5 R JBE 1 i) 2 R 2 20 1 i N R
7R, I G5 R R M 1 A A S Y A
P 22 LUR B %47 A, DeepAE J7 vkl Iia it —A>
B 25 B 1 G P LR A 44 410 0 4 A R4 st Jeg 2 P 1 e
LRMER R, IR Hy S p Ak FE R B T I A
SRR ES . H SR IR i 5% A L
P B AL AR P I B R S R P I s
A HAFE, AnomalyDAE 77 3 SHl i 5 | N — XU [
Gt o VoVl T — PR B S RIA S I HESE, %77k
FEVH ST S I BRI 25 K R T MR SE iR
FoRMAT B B, TR & E R AT
e

5 L TIR, BE T R ol 20 0 5% ) 190 0% S5 A )
LS T Lt R, AR, A BRI SRR 22 )
BE IR T 0 28 S R M A, AR I IR K 4
FARRAE 2 ) J5 TR AT ek A5 1) o A 7 A wRdx— i) L,
ARSCHR T R TXE [ G 3 Rk 25 AL
TR S 5 K 5 s ResDAE, 1% J7 W53l il 780U H 4
T 38 v 5 )N 2 4 T 1A T T BLER, Sy
TR R S B 2 I s S, e, RSk A

https://gitee.com/wu-xiaojie55/res-dae

UL [ g e (AL FE . AR YE, ResDAE {1
AN 2 R R LV T U ML, R R T
T RTE B W g i AR B, NI BRI T X H G bl
W EIR N F RGeS o Kme . T
BlogCatalog. Flickr. ACM Il CTU-13 PU4~2 FF 4
BRI 2 0] LE S 85 R B, A SO VEM LA
HRTIN g2 B L R R R I

A EE TR @ T

() & 7 —Fh 3T E A il ds S5k 2T =
FIRUHIR S5 K0 7 v ResDAE, %05 8 45749 1 Y
T NS DN S R 5 = o TN e = WA R 8 SV 1K i
RT Mg 5T RS2 M EOCR, =TT
i R e

(2) T 3IANATFEEIE M 2 410 s ih 45 1
FKWH, ResDAE X} LEILA 1) 5 FPSEdER I 7 vk A 8
EIVERE . TR LEAN R AR I 2 A AT
FHIVEREIN S, At T CTU-13 A 4k
TP X LS o EF XA CTU-13 T 3di4E,
ResDAE J5 %1 AUC PEfeFRbr I BE L TR
Jiik, MO & BA I AE T AR SC 7 VE I AR
ResDAE J7 %19 SE LAY AT A TFRHR .

ARG LN R ALETT: 5 2 TN HT
FICTTAE; 28 3 TN L iR T A gt o5 A
SR B 4 RGN T ARSI I
H5 W T 2 ARSI S T NS LU S R RE VR
s 6 WA TR TP TAE.

2 HxIfE

B 5 1 AR [ Jie L UBE T R il 1) AT
PSRN 7 T T ARTTT, T 25 508 % 2 REAL G 7
P AT N RV B R, 0 T 21 194 2% 1T 7 (45 6
LA FIBARBATA . I, L N R 2R Gk 244
R Bl e N 2% e AR g 2 U8 Ak,
T PRI FBE 2 ) FF TR (10 19 4 N A2 A W R % G v P
WFIT TAEHAS T VR 2 3E R, T A1 ) 18 7 Y 4% 5% —
o 22 A B K G I BRI ST I — A
J7 112, Chowdhury 25 AP Hy— Rk 1 &1 35 4k
MR PR R T, 58 T AN L
BE. ONFERE. HERE. BRAL. W ENER
REAE [ B 0o o R P BRI 9 2 T R % A )
5, P L R B AL E R A Tl i
SR B R ANTE BRI A, BLdE— PR m ARk
o AHIZ TR R T A B P IR SMAE, T 20



A 45 BT XUEE (A G i ANk 2218 T WL AR e AGr i 75 %

TIEAET A2 R E, 7E— e R L
FENR I HERATE . Daya 28 ANPHRH AN TE
(IR B BRI 7772 BotChase, 55— B BORs vl #0024
RAEM =N sE8Y, 55 B Bt T ERF IR I S
FEAEVA—A4K, DA I b 0 2508 17 e 9 ST s v, 55
DR RS BE AR LT Rl . % 7 v & H ek
AAEME, HIEH T RRERLE . (H1% 5 15 AEIEE
REAIE I (R A 2208 T T8 A P PP T LI REAE . Wang W
A Shang Y 25 N HY sl 1 ShAk 48~ W9 28 60300
Wi BotMark, 1% 7 15V & 0 B 36 i A T
P 1) DX 2 e SR AS DB T P 2%, 32T 15 NET4
VR ERFAER 3 ANSET B Rl e ) g A il A
Yo B0 TR, K IR AR AU AR e TEAE hy
CoRUL 5o = 2 s S T T eI 2 5 5 N 2 579 N/
Jo 0 A DR ke UE I AR P o A 2 R R
A3, o R Y A AR 1 T A A I
AN[F] s BotMark £ R HE T AL 73 20, A2 Pk 2 Z L
e S w Ay BRI 5 SRR A e = AR T ML
Afna Alharbi A 2 AN HY T Bk UL RS2 ST (8
JI AT MY, A S S T B R AR ) B
Pk, AR 5 R BT 2 6 1) E B RE A T R A AR T R %
(0 R A2 —35PE . AHOCHE . 5 BESE
ANFER AR R, T 5 FrE T I JE A AR IE VT
W Fi b ok A e A5 P B A ARRPE R IR SR, DR
RS PERERI AT A

76 B A PERFAE 0 aE A5 B A DA T ML AT
(4] 1) @8] LA AR A 7 Je PR T 34T S SRS I 1)
). BRI, PO A T B 1) S ARSI i) T SR
IR A P THE 7 AT I PERE . BT B M
2Bk XA W PR 2 A B i T vk LRk
SO0 S ek P ) 9 S A ST ML ) i) R, 25 o 52 1) Y 4%
P e e VR B 2 P 1R s, O HJG VRl 3RAN
5 B Z [ 5 2% A8 T, AT 5% M) S Ar 0 114
PEfE. B 22T S R B S S Ry
A, B O eV NIl i AL B T
R AEIE T ER PRI 1) 2 BT TSV il A X 4% T AR e
R AL, EAE DU N P25 O Y B i ASE  fR_Lid y
Mol 5B —ANGE— MRRAIE 25 (8] K A & 11 9 4%
TP PERRAE 5 S5 A RE R Y RS 2 TR R 2 A8 B K
Z, LT s Ao 36T A gnid 28 5 v IR I g v
BEM 7 — e R gt Lok i) U0 401, Domi-
nant 753 Pl T 1 I 2% 0 R S A T
vk, BT PG R 2 N A Ty Y D v R R, K
TR P DX 285 s 4 A T 3 IR 4E IR AN K7, AR S5 A
FH AH NG PR A Ath 25 oR) 250K T4 1 4 45 d A R 1,

109

T G B 5 R 8 2 T PR 7 R A % 22 SR A D
PERIZ% IR 1 e AR, FRalii e T GON JET
Ui i, e Z AN RV R 2 R B A O R R IA .
DeepAE /5 1 USE 157 5 1 G i 3 K5 41 4 4 K A0
R A B GE— R R, RS T
WY 2 R AR L, il T R4 R I O R AE
Ao 15 B2 Y R e P T AR R D Y % R
— 3 GINB R TR SR I R R
R IB 22 e, Al A PR A BB I A R
KRN o AR, %75 B R 2 T B B K
D&Y i R N LY i ) <3878 = o A T
ST ) . AnomalyDAE J7vE!HRHI T —
T U St B i FRD 3R 8 B 5 3 7 2 > e AR MU HE
TR A 100 6% 5 ) R0 A Pk TR) AR R (R AT H R 3R
R TR IR N o H S5 18 1 G 8 R0 1 1 S i s
ZH e, A 73 ) R DR 4 I % A S R R PR R IR
G RN PE IR R s o BT S5 K F e 1 PN
A LD R R 1) A e 22 RS W 19 8 v ) e o
SR, e vl FH 2 )2 AN BIL A7 2] 15 s R s oxt
e 2 R B R AR I () B AT — 5 R

3 EB %G5 E R E W o) ik

3.1 HEEFIHBHREHF
H gt & 2 — Moc B 27 SR, m) T3k

NBHE FEAR ARG L R, & AR A,
O] A i i 2 AN AL 2 o A T 1) 112 ) 1) E g
TP RAT oy, eV, iy BT sEES, B
AR 42 B TP (RO AT @ = A AF 8 S s 3% IR BT N,
13 2 HARYE R R

Zi = fene (4136 ) (D
Hrp, £ KRGS 4% (Encoder), XTNSHH O, -
I, z E NS IS N LU A o, , BT

4 = faec (43O, (2)
Hrp, fro. RINEISES (Decoder), O, A& XV 1] 2
o IJE, % H g I E R O E SO

Loe = 2 o =ail; )

vey

i f N ECB) T E RS, TR Ry,
A Ja A5 B R A8 BURYER R 2, , I ORFE LR 4 A\ s
AT R B OC R o T H R VF, SREAERE A MBI,
HAHR M G TS E A 4 R 2 A A0 Al A v B A
A THEMHEITER O FIXIX—in i, FFEXIERITR
B MR ZE G NG T I, FAHUR TSR,



110 Journal of Cyber Security {7 224 2# )k, 2025 £ 9 H, 10 %, 5 5 ¥

=¥ | ~anos] )
v;,eV

Horr, © FoRBEIRL, b, =1b, V'), 24, =0,
by=1; 24, #00, b, =B>1 (B ALK
HEED. Mok, o T AEHTE KT B AT LR R e
AR, BIANGUR IENAAR R

=Y 4, |G-z (5)

VVG

2D, 51N G i o 40 i B s 2 20 I
AR, B

e =[Ounc]} +[Oucc[; (©6)
G, ﬁn%H’J ERANSEA )
L= ’Cenc +4- ’C’con +77- 'Creg (7)

7 R B A g it 4 e SO b, WU [ g i 2
T PR A 0 ) - A ) O A i, L5 T 54 1 G i R
)% ri E Dmites, Jorh, 4k O gmig s foreE ) 5 EN

EERREE, JE M A G g 6 T 2 ) E A

}E rﬁ#ﬁo TiAh, T ARG 5 R T A
BIIRACCR, JB MR I 255 0 T 45 i 2
5 J@ Mg AD 27 S B Aok A A
3.2 ETEZFEIWFERN @M E X
321 EEME

A R 2 S G ={V, 6,4, X}, B
ANLHE, V. ey AR X DRRRT HE, L4,
ARFEAE RN JE M B, Forhn =V | WAL, e | R
INIAMECE, ANy, eV H— N m = X | ERR

PEfE x, e R"(i=1,2, ..., n), X ={x; },’1122 )&

PR 258 TP i B T TA) IR O BRI HE AR P A4 R
s, A={a, Vo, B Ry B Ry, ZIRMTIAME
%, Wa, ;=1; AN, a =0,
322 RERNES
SR IU B AEAG DU I LA 2 A A g P T T S
RZE AR SA S5 5, are g
HEE—ADVER R f v, >y, e R, IXREREEAR
P BIAE AR 2, AT, HAXER N
1, if f(v)= 2
Ji ={O, otie(rvjise ’ ®
ooy Ry TIIARSSE, 0 FoRIEH S, 158
IRFE R
B OOF T XU [ 4 A 4 1) 0 28 S A N, 4508
—ANEVEMS G={V, 6,4, X}, B AW
f{A X} >R d <| A|, K4 S5 13 b 55 R A
g AR B AEARYE S ] ) o . B, R
W VE S R E U A5 AORAS I S 2 T AR A
[ 1) 57 1 Ao

S

4 ResDAE FiEi%it

BTN A 3 gmtth 8% 5 5% 28 1 T WL I =
Kl 5 (ResDAE) £ B i — AN XU [ g i 2 A HR Al
AN RN e, W 1 P, Herh, @tk
M2 G AT EAE 4 RSB AR P X RN, E3T
B 2 R AU RIAE FI R, &5 Y i 2 R A0 42
B R B 145 B2 ) SR 2% G R 2 R
zZ"' . BHJG, SEAMRAD s A B R R s T

[&%ﬁm%ﬂ]_‘ @E’

B 5 1 | ¢mmm—
HH D

N E
C\

—
=3 4B PEAEA
JR LR 2% G .‘ ‘. .
II —L

451 1 R 28
Z’A f@!‘i@\ —)
W ) A AR EA
URHEEIGE)
|
. » : ‘ m o Wy
@ 700 il | | [ |

J& H:%l? 145.¢

\ T RN

> | FHI |

El1 ResDAE ZEiREE
Figure 1 Illustration of the ResDAE framework



AT 45 BT XU A G s AN 22 1 1 N LA B S 1 AG N 77 v

AREEHIFE A" o S — 7T, JRYERERE X A JE Tk B g
et N, Wik % 2B AL 2 515 E R
Ko Z AR R 25 . bR, BYEmmsds zX 5
5 ) G ) 3 2 ) B 10 W ik N Ko 27 TS
JEPEFFE X' . ResDAE 8 ik 7% B2 1 28 1 4 K dfi 3
WO IR A 2 S, AT A
BB AL ZE S R o B, ResDAE ¥ R $i A
T AN E AT B S (¥ 45 SN B R AL
IR, DL 2 (5 AN N 2 S5 A i (R it
Fe, MR EME S IR AR IR . )5, ResDAE 45
BEM BRI R E AR ZE R AR Bk
TS A 0B, Y A I A S8 T

U1, ResDAE J7 578 45 M gt 2 b 4 i
e 2 T o 25 ) 8% SR ALk L i P ) 4% L A7 F1 s i P
Rkt . 7E 8 PEARD 3 vh 45 & S5 M i 2 5 i M g
it 88 2 B VRN, i) R A J M B, LAl SR 4
FRRAE 5 R PR IE 2 T s RS R B Oe R o Ak, =
N S E AR R SRR, R L POk
T S N N R AR, DL S R
FARR(EPSY -Sad:uinf- Al
41 ETERERTFEANE

AR SOR k2 5 SR I 5 TR A 82 TR) 1) 2 5,
PR T B AR R ) - A AR, B A

RV = frqu (R W), ©)

Hrp, RO NH 1 BRAERZFOMBMAN, R° =X,
w O S 1R B - ResDAE J7y2ok i it :(9)
A BIAE AN FC J2 1% A AR N P 26 AR
/4% (Graph Convolution Network, GCN)JZ[FyE = 1
. B, IR R FC REUS S5k B gt e
) GCN = .
42 LB RIDER

ResDAE 7E & it &5 1) F g 2815, i GCN
VEh SR it g, 83 X (10) 9 5 X A48 e Ak 3k
1 2

1 1
HO a(ﬁ-z ;15_2H”)W“)J, (10)

Wb, A=A+1, W EE G QRSB 1,
N AR n XA, n D90 KN,
D, = Z}_A.. w5 1 R T IACERFE, o()

.
FoRBOR B, A SCH ReLU() = max(0,)), HY
S 1ZMT AR R IR . A T BLLE S A B
S AL, AR SCR) 2 T 0% 25 45 B I 5= I L)
A 408 S8 RO AN R (R, 5% 2 B 71 A

111

BN, R AR A

1)) =exp(=¢- R), (1
o,y N A, R LR OIRE, £ S
. H 18 THERJAUE R, GON B A 4018 A4
3 SO R L, B

1 1
H'"Y =¢| D 24D *(H °rWw" |,  (12)
b, o RoRGEFEIC R I Z W RkE, H
HY =o(AXW'?) . 55— GON [k 35 ik
NFHBE Z, 0 FE R i (4 B R T s

A' =Sigmoid(Z*(Z*)") (13)
FRISHE, AT FERE B I AL 401 2K e LA
Lyl A=A (14)

43 EMEBE4miSss
ResDAE 7t it J@ M gt 2 I, {1 2 /25K
SR UABS TR0 ity v 4 10 e e o X ok S 816 4 )
JRFRRZY
Z" =o(xWh +p")
, (15)
75 =Z"'w +p
Hoeep, w'o 5 w'e B an U b 5 5 3 L
S5, b 56 K. 1AL, ResDAE 76 5 4 Jg 1
FEFEIN, ZR5 % 18 T 45k i &5 A5 e i 15 i A 3R
IR ZYE Rt g A R R RN RO 27, e
A A A 90 28 S5 1) 5 7 R 1 S TR S A 1 B X
K, B
X' =z (Z%)" (16)
44 HSERNEEZIT
FETHISCNZE, ResDAE J7 V0 A4 2% R 20t
L =a|(A-A) OO +(1-a)|(X - X'~ 5R) O1;
(17)
Horr, o AR S5/ B HUR 5 JE P A4 0k L
M4, 6 Ak ZESH, W TH 68 E ks 2=
R ZFE RN R, 0 BnPlikH, 4o fily
I3 A

: (18)

{1, if 4,,=0 {1, if X, ;=0

0, otherwise ’ 7, otherwise

HHO>1. n>1, RITX drsk K R0 o s v fr
PRI AR T AR EOAA R ZE I B 2 R A5 T
BlJR, 7y, B o B S A 8



112 Journal of Cyber Security {7 224 2# )k, 2025 £ 9 H, 10 %, 5 5 ¥

Soy =all(4 ~4) 08, [f H1-) (X, ~ X 5B On, |
(19)

G LFTE, S 1S TSR G A A

PO A

HEE 10 R SRG TR B

N ABEEHERE A4 o JEPERFE X . epochs

Wi W ASREIEMES S

1: Initialize GCN model and MLP model, 1=0;

2: WHILE ¢ <epochs DO

3:  Calculate residual matrix R by Eq.(9);

4: Z' < GCN(A,W5en) s

50 Z¥ < MLP(X,Wyp);
6:  Update reconstruction loss L., by Eq. (17);

7: END WHILE
8: Calculate score matrix S by Eq. (19);

5 kBT

51 SKIRE
5.1.1 HB/EWHR

h T ITAEREAT XS EE S5, AR SCAE H BlogCatalog.
Flickr £ ACM 45 S0t LT B 1) 57 5 A0 1 B e TF
Pl o 3 ANATFEARENHWT .

(1) BlogCatalog: BlogCatalog J& —M# % 73 %= W
i, s 1 BRI AH B OCTE, TR M 4.
FE M B B IR R A DL R AR e

(2) Flickr: Flickr J&— & b8 BEFN 25 == P i,
5 BlogCatalog 251, H P AT LAAHE GV, JERMAEAS
W&o P BR7T astJ  p LA DG IR DR bR 2 X

(3) ACM: ACM 2 ARSI A5 | S ki 2,
RS TR SCHRAE 28 R F— AN 8, AR SCZ m 5|
FHP=A I ER IR 15 s R VR SO ZE A AR e

H T FR B AR S AT w, 275 L H[14]
o, I R P AR RN e Sk B A4
WEMAT Fw 5 BN, H VRN AR I vk v g
ZESte R VILE T B A A G vl

x1 HIMEXZUEERL

Table 1 Social network relationship dataset descrip-

tion
HiEd BlogCatalog Flickr ACM
RO 5196 7575 16484
Uk 171743 239738 71980
JE R 8189 12074 8337
S AR 300 450 600

5.1.2 SERIREE
N T AT X LU S, AT X6 L5 i
BUHEWER 2 Pros i seie s .

F2 MIEEEIFMIMNERE—ER
Table 2 Comparison experiment detailed environment
configuration list

IR I A 0 PRI AN L
Pychram fig A Pychram 2023.2.4(Professional Edition)
GPU [t NVIDIA RTX A4000 16GB
BIERG Ubuntu 18.04 LTS
Python FRJi Python 3.6
Tensorflow fix A tensorflow 1.10.0

5.2 [EREIFEMHIER

A TaE 2 AP AR R LA ]
JiE IR S

(1) ROC-AUC. ROC Hi%k(Receiver Operating
characteristic Curve) &5k # TA/ERFIE#hZk, 1%k
IR AA B A B BH % (False Positive Rate, FPR), B[R]
R R IR H T L LE AL AR A FLBH % (True Posi-
tive Rate, TPR), Bl TEAfTR I 0 (30 1 57 615 A
FJLL#% ., ROC-AUC(Area Under the Receiver Operat-
ing Characteristic Curve, Jii 3L f#K AUC)HUEE 0.5~
1.0, I 1.0 WA 5 32 R R e i sy o

(2) Precision@K F1 Recall@K. Precision@K i
PR E SORAERT K AN w5 20 B0 b A BB s
SIS . Recall@K $EbR45E ST K AN 1
pax- CORENSU D Z R FRER 2 g S N = 8
53 FHERWERSHIF

TG, ARG N YGE LS 57 3 R 1 RE 1R 52
WL, R LEAHIE S A B 0.01, KR AL
BRI BEN 8. 164 32, 64. 128. 256, 512, 4
T AUC Fabrf5 21 s e 45 R s 2 frzs. A 2 7]
A, 1E BlogCatalog 42 SEIG R ik AN 4EFE R H
4 128 A1 256 I, AUC $8bs34 0 5 KA, fiAE Flickr
M ACM Hflafesiiirh, R NI 128, i
— U, AR SCR P AR Bk, # BlogCatalog
Flickr Ml ACM i 42 5256 HLAR i N 4E AR W N
128 J&, ZREELLEANFESE A FIBMEXT AUC $5F5
(P, a5 3 P, MBI 3 wl%n, fsET
BlogCatalog M Flickr (#5511 55, A M mALHE
)5 0.05; EFXEET ACM BRI sss, A At
fH72 0.01, BT FRSERE5E R, /LT BlogCatalog.
Flickr f1 ACM $#a 45 (11525 7, ResDAE Ji VAl 2
B (a,n,0,2) 53 BEE (0.7, 5, 40, 0.05). (0.9, 8, 90,



AT 45 BT XU A G s AN 22 1 1 N LA B S 1 AG N 77 v

0.05)A1(0.7, 3, 10, 0.01), R AZEREBCE Y 128,

98.45 — 98.1

- BIOOICatalolg
Flickr 190.12

, 98401 ~+ACM 1980
E 519010
E 197.9
G, 98.35 2 2
! = 190.08 <
= 978 5 o
Ly
S 98.30 ) 9
g lg77 = {90.06 2
<<

98.25+¢ 1976 190.04

B0 46 33 61 138 256 52> 002

dimension

El2 ResDAE 7 7ERREHEE LHY AUC 14HREREH?
NFEETIFR
Figure 2 The AUC performance of ResDAE versus
the embedding dimension over different datasets

98.6 — ‘ " — 98.0 190.12
-o- BlogCatalog
98.4+ .4 Flickr
= -+ ACM lo78 190.10
P 982 \‘\*\ﬂ
E £ 190.08
i = Logos
= 97.8¢ S 190.06 5
O
B 576l 1974 2 S
87 190.04 <
< 9741 .
9721 ' 190.02
97.0 . : : ‘ . - . 490.
-0.0 0 001 005 01 02 03 970 90.00

A

El3 ResDAE 77 AFEFRIEHEE LAY AUC $EHRAEHE
SHATRIER
Figure 3 The AUC performance of ResDAE versus
the hyperparameter 1 over different datasets
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Table 3 Performance comparison of AUC with re-
spect to different methods over different datasets

X T BlogCatalog Flickr ACM
Radar 0.7142 0.7309 0.6963
Anomalous 0.7265 0.7213 0.7188
Dominant 0.7831 0.7500 0.7494
AnomalyDAE 0.9745 0.9680 0.8906
DAGAD 0.8364 0.8312 0.7935
ResDAE 0.9836 0.9789 0.9010
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A FAGIN5 1T AH Precision@K fRbaERE. HIR 1
AN, #k4E BologCatalog. Flickr F1 ACM H 40 75 1)
SR REASECR 23 ITE 3004 450 A1 600 2247 . R, %
X IR 3B SLE, ASOR: K HUE 53 R E R
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Table 4 Performance comparison of Precision@K
with respect to different methods over the BlogCatalog

dataset

K 50 100 200 300
Radar 0.653 0.671 0.552 0.411
Anomalous 0.646 0.655 0.517 0.403
Dominant 0.720 0.710 0.590 0.466
AnomalyDAE 0.780 0.880 0.885 0.780
DAGAD 0.825 0.900 0.880 0.790
ResDAE 0.880 0.930 0.895 0.802

£S5 FRFRERNTTETE Flickr 3HEE LAY
Precision@K T &E*T L
Table 5 Performance comparison of Precision@K
with respect to different methods over the Flickr data-

set

K 100 200 300 400
Radar 0.730 0.634 0.507 0.490
Anomalous 0.709 0.650 0.505 0.482
Dominant 0.730 0.685 0.593 0.510
AnomalyDAE 0.690 0.690 0.730 0.742
DAGAD 0.714 0.735 0.828 0.786
ResDAE 0.750 0.795 0.830 0.827

x6 AEFFEMAELE ACM BIRE LS
Precision@K £ &E*T L
Table 6 Performance comparison of Precision@K with
respect to different methods over the ACM dataset

K 100 250 400 550
Radar 0.550 0.513 0.428 0.330
Anomalous 0.590 0.500 0.395 0.380
Dominant 0.600 0.532 0.445 0.353
AnomalyDAE 0.110 0.145 0.175 0.188
DAGAD 0.717 0.644 0.528 0.440
ResDAE 0.130 0.150 0.177 0.181

Ji %11 Precision@K AR 5, K43 A 4
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M 7 FIZE 8 WI 4, £1X BlogCatalog Fl Flickr %4
PREESLIG, ResDAE J512: 1) Recall@K Fatnss Rt T
HAbXT L7k, Rab g Fdt— P UE T 5 a7 SCRLT)

4518, Bl ResDAE 7EIX AN H 45 5206 Hh I e R B ds
F. MR 9 mIGn, EFXTEET ACM U 45 1) s,
DAGAD J5iERIvERER I A, IR IR R HY SC o0 HT o

xT TEFFHENF AL BlogCatalog HIEE ERY
Recall@K T£&EXT L

Table 7 Performance comparison of Recall@K with

respect to different methods over the BlogCatalog da-

taset

K 50 100 200 300
Radar 0.105 0.196 0.348 0.407
Anomalous 0.100 0.190 0.352 0.410
Dominant 0.121 0.238 0.395 0.466
AnomalyDAE 0.130 0.295 0.593 0.792
DAGAD 0.136 0.305 0.598 0.700
ResDAE 0.147 0.312 0.601 0.802

*8 AREFERNTTIEAE Flickr IEE LAY
Recall@K 4 8EXT EE
Table 8 Performance comparison of Recall@K with
respect to different methods over the Flickr dataset

K 100 200 300 400
Radar 0.143 0.278 0.339 0.365
Anomalous 0.148 0.290 0.360 0.415
Dominant 0.164 0.307 0.400 0.458
AnomalyDAE 0.155 0.310 0.492 0.667
DAGAD 0.159 0.342 0.533 0.723
ResDAE 0.168 0.357 0.557 0.739

R9 FRFRERMAEE ACM HiF&E LY
Recall@K [ EEXT b
Table 9 Performance comparison of Recall@K with
respect to different methods over the ACM dataset

K 100 250 400 550
Radar 0.086 0.173 0.225 0.280
Anomalous 0.091 0.177 0.233 0.286
Dominant 0.101 0.222 0.304 0.355
AnomalyDAE 0.018 0.053 0.123 0.157
DAGAD 0.522 0.558 0.630 0.705
ResDAE 0.118 0.127 0.132 0.167
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Table 10 CTU-13 subdatasets after oversampling
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Figure 4 Performance comparison of different detec-

tion methods in terms of AUC over CTU-13
sub-datasets
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Table 11 Experimental results of ResDAE over different CTU-13 sub-datasets

Dataset CTU-13-5

CTU-13-7 CTU-13-11

K 1000 1500 2000 2500 2000

2500 3000 4000 3000 4500 6000 9000

Precision@K 0.233 0.466 0.865 0.971 0.682
Recall@K 0.1880 0.445 0.866 0.970 0.489

0.767 0.863 0.938 0.968 0.955 0.960 0.875
0.688 0.862 0.681 0.305 0.422 0.642 0.855
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