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Abstract Fast Adversarial Training (FAT) has garnered considerable interest owing to its demonstrated efficiency and ro-
bustness. However, many fast adversarial training methodologies are susceptible to severe catastrophic overfitting, leading to
models trained via fast adversarial training being vulnerable to more aggressive adversarial samples. Subspace Adversarial
Training (Sub-AT) effectively mitigates the issue of catastrophic overfitting inherent in FAT by leveraging the intrinsic
low-dimensional properties of the network model subspace. Nonetheless, prevailing approaches to Sub-AT rely on random
sampling-based initialization, which may not consistently align the initialization values with the direction of increasing sam-
ple loss, thereby resulting in diminished robustness. To this end, this paper proposes a learnable initializing single-step adver-
sarial training method based on subspace. Specifically, the proposed method, on the foundation of utilizing dynamic linear
dimensionality reduction to gather the critical parameter subspace of the target network, additionally trains a simple convolu-
tional network with a three-layer architecture. It employs the gradient information of clean samples within the target network
subspace to guide the convolutional neural network in updating parameters, thereby generating an initialization value related
to the gradient of each clean sample, effectively overcoming the limitations of existing methods. Experimental results demon-
strate that the proposed method achieves robust accuracies of 53.39% and 25.82% for PGD-50 and AA evaluation methods on
the CIFAR-10 and CIFAR-100 datasets, respectively, and the difference in robustness accuracy between the optimal model
and the final model trained by the proposed method ranges from 0.03% to 0.4%. Moreover, it exhibits robustness improve-
ments over the baseline method across different disturbance step combinations, sampling method combinations, and various
target networks. Furthermore, it consumes merely 21% of the training duration in contrast to the conventional multi-step ad-
versarial training PGD-10-AT, thereby yielding a notable computational advantage. Additionally, it demonstrates certain ro-
bustness benefits over alternative single-step adversarial training techniques. In summary, the proposed method attains supe-
rior robustness and stability while requiring reduced time expenditure.
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Table 1 Comparison of defense effects of single-step
AT methods on CIFAR-10
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Table 2 Comparison of defense effects of single-step
AT methods on CIFAR-100
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Table 3 Comparison of defense effects against
PGD-50 with different perturbation steps
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Table 4 Comparison of defense effects against AA
with different perturbation steps
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Figure 4 Robust accuracy comparison with baseline
method at different step sizes on CIFAR-10 (PGD-50)
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Figure 5 Robust accuracy comparison with baseline
method at different step sizes on CIFAR-10 (AA)
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Table 5 Robustness comparison with GAT subspace
sampling strategy
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Table 6 Robustness Comparison on WideRes-
Net-28-10 Network

BN H ARG
RIE RZEHE ZH wE RZHE =M
Fast-AT 43.66 0.00 43.66 84.60 89.74 5.14
Sub-Fast-AT ~ 48.24 4752 0.72 86.86 86.96 0.10
Ours 50.41 49.44 0.97 86.23 86.26 0.03
Ours* 49.84 4930 054 8658 8644  0.14

Tk

FATIRF L T 2% Fh J7 48 CIFAR-10 $idE 4 L1 &
R 8 LA S IR Ik ) DA 5 A D 5 R N 20300 2
FRAR, WA 6 TR Bl 1 7 A E AR IR R SE B A
WL XTI PGD-10-AT 03B &, 50 LAFE
R P B v PN A S/ (R o ST R O, [N SRS 5
BT EPERE . R AT 7 VEAE I GRb 1R) b T
FGSM-SDI Fil Sub-AT, {HXF Lbix 2677y HA i B
EREEREL A B2, FRATI 50 ik 4k /3 )|
SRR ERAT T A R e, ST RS A A
YIRS 8] A 146

55 500
w3l i) 4326 ©53.03 450
o BRI
50 ® 5074 g 0 7° 400
® 4806 350
- 5
< 45 300 E
o : =
£ | me
o B
@ 40 e 3995 = 20 &
150
35 100
50

30

Bl 6 CIFAR-10 THEEIEARIEE K/l RAT (8% tL
Figure 6 Comparison of robust accuracy and training
time on CIFAR-10

4.6 AEFZEFIALTFTEBINIGIRKIT L

FAVEEXS 2.3 S 72 AU ZRBLAE I
) LAY T A PSS, FATDRE B K 5 ARV
Z5 0~40 MM Zx K5 Sub-Fast-AT AT T Xf
Eoo filEl 7 s, BATHITE L B HUREASAE I 25
Jr I RE AL B S R KB R AR, B (B R AR R 5
AN S5, AR AR AAOB VT 4 A 1 5 1
XHPUREA R BUrE, BIEATT R 5 RE % S 4 SR Al

127

XFHTINZx H b el £ (1 P78 dme KA )

2.1

Sub-Fast-AT
— = QOurs

UEREES

0246 81012141618202224262830323436384042
LB 278

7 SEZEFEMINGIRKI
Figure 7 Comparison of training loss with baseline
method

BEAk, AT T i SO SR, I HL AR
XFPUREAAE N SR )5 WIS €, BRI, 1
Wy T e 2% HARBE R AR A A8 IR B i o UL, 2
ST A S T FEASAE H AR A R B B A
BERATIR AR, FEAMOB I WTAa A E W] BLAE
FEPE B3 B ASE FEAR BT AR LA 10T ), IR/ 3 1 Bt
DIREIINEALCEEAS SR Vs -2 T

5 #ig

FEARSCH, BATER M T P72 (] R ) 5
AL RPN Rk BARKUL, BATTAEAE
DLDR #la 2 P B iR 72 (] (RIS B H ARAsi
REZH TR S H A, KR 2% L
T REAS S ok B 72 ) (R A B AR AR
ARUNHIIEAL o FEVNZRIT B, AL 28 A0 H AR R 451
ARSI AT RESE, 22 217 A ahds
RIHREAS IR A, ORI 241 H As R 48 A2 B
SRS PUFEA o 5 2 K 2B R R URE A BEAT U1 25
CASORT H AR RGBS AL, AR HUREA R K.
B2k ik Sub-AT ML, B AL E Tl
XFHUREASRIE, BET AL 722 W LI 2R R . 159
i TAHBREA IR AG A, BRATIN 5 3% 7T LLAE 2 F
Y5t N S Bl AR R By e I 2 [R5/ ) A i 2
e, BIYE— @R LA M PUIRAOR . IR
UL XTHNZRTT2:Lh S PGD-10 2 XTI ZRAH L,
WA T R A VERER AL I, 7%
] R RS 1, FRATTI VA SR VRAE A T BE K3l
AT R HOIN R A R AL UG sAh, FATHTS



128 Journal of Cyber Security {5 S\ %Z 4543, 2025 9 H, 1045, 551

FAEAFRESESE . ANFRSEBCRAE RS ASF H AR
Y W 25 1) 37 55 R PR RESR Tt B A — s Iz ALt
PEFh

225 3Rk

[1] Szegedy C, Zaremba W, Sutskever I, et al. Intriguing properties of
neural networks[C]. International Conference on Learning Repre-
sentations, 2014: 1-10.

[2] Goodfellow I, Shlens J, Szegedy C, et al. Explaining and harness-
ing adversarial examples[C]. International Conference on Learn-
ing Representations, 2015: 1-11.

[3] Madry A, Makelov A, Schmidt L, et al. Towards deep learning
models resistant to adversarial attacks[C]. International Confe-
rence on Learning Representations, 2021:1-28.

[4] WongE, Rice L, And Kolter J Z. Fast is better than free: Revisiting
adversarial training[C]. International Conference on Learning Re-
presentations, 2020: 1-17.

[5] Croce F, Hein M. Reliable evaluation of adversarial robustness
with an ensemble of diverse parameter-free attacks[C]. The 37th
International Conference on Machine Learning, 2020: 2206-2216.

[6] Hu, J, Wei, G H, Xia, S Y, et al. Adversarial attack method based
on enhanced spatial momentum([J]. International Journal of Ma-
chine Learning and Cybernetics, 2025, 16: 789-802.

[71 Guo M H, Yang Y Z, Xu R, et al. When NAS meets robustness: In
search of robust architectures against adversarial attacks[C]. 2020
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion, 2020: 628-637.

[8] Zhang H, Wang J. Defense against adversarial attacks using feature
scattering-based adversarial training[C]. The 33rd Conference on
Neural Information Processing Systems, 2019: 1-5.

[9] Pang T, Du C, Zhu J. Robust deep learning via reverse
cross-entropy training and thresholding Test[C]. International
Conference on Learning Representations, 2017: 1-20.

[10] Metzen J H, Genewein T, Fischer V, et al. On detecting adversarial
perturbations[C]. International Conference on Learning Represen-
tations, 2017: 1-12.

[11] Carlini N, Wagner D. Towards evaluating the robustness of neural
networks[C]. 2017 IEEE Symposium on Security and Privacy,
2017: 39-57

[12] Shaham U, Yamada Y, Negahban S. Understanding adversarial
training: Increasing local stability of supervised models through

robust optimization[J]. Neurocomputing, 2018, 307: 195-204.

edu.cn

HAE T 2010 FAEP R TR KR
2R AU S R e R T IR A 2
{7 o FRAEHDRHE R 25T ENLRE S HR
BB PEVENESR SR, T
FEAIA Z RN N L R4
FE M 5129855 . Email: hujun@cqupt.

[13] Wang Y, Ma X J, Bailey J, et al. On the convergence and robust-
ness of adversarial training[C]. The 36th International Conference
on Machine Learning, 2019: 6586-6595.

[14] Zhang H Y, Yu Y D, Jiao J T, et al. Theoretically principled
trade-off between robustness and accuracy[C]. The 36th Interna-
tional Conference on Machine Learning, 2019: 7472-7482.

[15] Shafahi A, Najibi M, Ghiasi M A, et al. Adversarial training for
free![C]. The 33rd Conference on Neural Information Processing
Systems, 2019: 1-16.

[16] Kim H, Lee W, Lee J. Understanding catastrophic overfitting in
single-step adversarial training[C]. The AAAI Conference on Artifi-
cial Intelligence, 2021, 35(9): 8119-8127.

[17] Sriramanan G, Addepalli S, Baburaj A. Guided adversarial attack
for evaluating and enhancing adversarial defenses[C]. The 34th
Conference on Neural Information Processing Systems, 2020, 33:
20297-20308.

[18] Li T, Tan L, Huang Z H, et al. Low dimensional trajectory hypo-
thesis is true: DNNs can be trained in tiny subspaces[J]. /[EEE
Transactions on Pattern Analysis and Machine Intelligence, 2023,
45(3): 3411-3420.

[19] Li T, Wu'Y W, Chen S Z, et al. Subspace adversarial training[C].
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion, 2022: 13409-13418.

[20] Matyasko A. Towards deep neural networks robust to adversarial
examples[D]. Nanyang Technological University, 2020.

[21] Ibrahim H, Pik Kong N S, Ng T F. Simple adaptive median filter
for the removal of impulse noise from highly corrupted images[J].
IEEE Transactions on Consumer Electronics, 2008, 54(4): 1920-1927.

[22] Rice L, Wong E, Kolter J Z. Overfitting in adversarially robust
deep learning[C]. The 37th International Conference on Machine
Learning, 2020: 8093-8104.

[23] Agarap A F. Deep learning using rectified linear units (ReLU)[C].
International Conference on Learning Representations, 2018: 1-18.

[24] Zagoruyko S, Komodakis N. Wide residual networks[C]. The Brit-
ish Machine Vision Conference, 2016: 1-12

[25] Andriushchenko M, Flammarion N. Understanding and improving
fast adversarial training[J]. Advances in Neural Information
Processing Systems, 2020, 33: 16048-16059.

[26] Jia X J, Zhang Y, Wu B Y, et al. Boosting fast adversarial training
with learnable adversarial initialization[J]. IEEE Transactions on
Image Processing, 2022, 31: 4417-4430.

[27] He K M, Zhang X Y, Ren S Q, et al. Deep residual learning for
image recognition[C]. IEEE Conference on Computer Vision and
Pattern Recognition, 2016: 770-778.

GIERE T 2017 EAEVLVEM R E AT
TRELVAR AR 22y . IAE T PRI oK
SN AR T SO 240 . BFFE4
o N T e %4, Email: $210231243@
stu.cqupt.edu.cn



