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Abstract Cloud services have brought a lot of conveniences to the sharing of electronic medical record data. However,
cloud data sharing relies on third-party cloud computing infrastructure, leading to various security issues for outsourced
storage data, such as enormous storage pressure on cloud servers, and the threat of tampering or loss and deletion of out-
sourced data. When retrieving outsourced data, user outsourced data may contain user privacy information, and encrypted
data cannot support fine-grained retrieval. These issues have become urgent issues in cloud based data sharing services. In
this paper, a blockchain-assisted attribute-based encryption scheme is proposed for electronic medical record sharing. In
this scheme, on the basis of policy hiding, confidentiality and fine-grained access control of electronic medical record data
are achieved by attribute-based encryption. To save storage costs, using searchable encryption technology to encrypt mul-
ti-keywords improves search accuracy, and the keywords ciphertext is uploaded to blockchain. Due to the immutability of
the blockchain, data security is ensured, and authorized users can safely search for ciphertext. In order to prevent cloud
servers from returning partial or incorrect ciphertext to users, users interact with the cloud to verify the correctness of the
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ciphertext. To reduce the computational burden on data access users, this algorithm outsources a large amount of computa-
tion to cloud servers. In addition, functional and safety analysis indicate that that the proposed scheme meets functional
security requirements. Under the random oracle model, based on the decisional g-parallel BDHE assumption, it is proved
that the scheme can guarantee the security of indistinguishability against selective access policy and chosen plaintext at-
tacks. Numerical analysis indicates that the scheme has better computational efficiency in the trapdoor generation stage
and search stage, greatly improving the search efficiency of multi keywords searchable encryption schemes. Meanwhile,
the storage cost is reduced when the scheme has multi-features which are suitable for data sharing scenarios in electronic

health records.

Key words cloud storage; attribute-based encryption; searchable encryption; electronic health record
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