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IoT Anomaly Detection based on Spatiotemporal Graph
Attention Network
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Abstract Anomaly detection technology has become one of the most essential technologies for maintaining the security
of the Internet of Things (IoT). The traffic from IoT devices differs from typical internet traffic and follows distinct com-
munication patterns. To deal with the complexity of IoT infrastructure, methods based on machine learning have become
the primary method for anomaly detection, owing to their capabilities in automated detection, strong environmental adap-
tability, and handling of large-scale data. However, the existing machine learning-based anomaly detection models gener-
ally suffer from two issues: Firstly, they ignore the complex evolution characteristics of anomaly information, resulting in
a lack of modeling capability of spatiotemporal dependencies within the information. Secondly, the presence of noisy data
and redundant features often bring problems such as large calculation, instability and poor accuracy to the model's training.
To solve these challenges. This paper proposes a Spatiotemporal Graph Attention Network (STGAT) anomaly detection
method based on Dynamic Traffic Graph (DTG). This method uses the concept of DTG to construct dynamic graph snap-
shots, which contain temporal correlation from network traffic data, and analyzes the spatiotemporal evolution pattern of
network node traffic; Then, STGAT is used to analyze the traffic communication of network nodes from a dynamic graph
perspective, achieving the detection of abnormal nodes; In addition, we propose an adaptive feature selection mechanism
for collaborative detection model training to reduce noise and redundant features, which in turn improves the stability of
model training and the accuracy of detection. The experimental results on three network security benchmark datasets, the
UNSW-NBI15, CICIDS-2017, and CICIDS-001, show that compared to traditional anomaly detection models, our model
has significant improvements in performance indicators such as False Alarm Rate (FAR) and F1 score. Moreover, the col-
laborative learning model adaptively filters out feature subsets that are most closely related to the supervisory task, thereby
enabling more accurate detection of loT anomalies.
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feature selection
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Figure 1 Overall framework diagram of the anomaly detection model
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Table 1 Generated different graph snapshot dataset
at different time intervals

LAGTES T B IEH T Lt
30 700 1417 1411 1:1
CIDDS-001 50 424 851 845 1:1
100 212 395 453 0.87:1
80 524 1724 23952 0.07:1
300 142 469 6440 0.07:1
UNSW-NB15
700 62 200 2838 0.07:1
1000 44 142 2014 0.07:1
500 360 616 1544 0.40:1
CICIDS-2017 1000 180 326 754 0.43:1
1500 120 224 496 0.45:1
%2 i
Table 2 Evaluation metrics
RAEEL &
TP+TN
Accuracy _—
TP+FP+TN+FN
.. TP
Precision
TP +FP
Recall P
TP +FN
Fasle Alarm Rate(FAR) FP
FP+TN

Recall x Precision

F1-Score _
Recall + Precision
P,~ P,
Kappa 1-».
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Table 3 Classification effects performance on different intervals

Btk 1] [T B (s) Accuracy Recall Precision AUC F1-Score FAR
30 0.86+0.02 0.860.02 0.86+0.01 0.90 0.860.02 0.13+0.02
CIDDS-001 50 0.67+0.05 0.71+0.02 0.55+0.06 0.72 0.64+0.02 0.45+0.03
100 0.82+0.02 0.80+0.03 0.810.03 0.86 0.810.02 0.17+0.03
80 0.96+0.01 0.80+0.05 0.74+0.2 0.96 0.76+0.03 0.25+0.03
UNSW.NBIS 300 0.970.01 0.86+0.03 0.83+0.01 0.97 0.82+0.01 0.170.05
700 0.95+0.01 0.75+0.01 0.32+0.1 0.83 0.45+0.20 0.58+0.3
1000 0.95+0.01 0.73+0.03 0.43+0.06 0.86 0.54+0.23 0.50+0.15
500 0.82+0.02 0.65+0.05 0.55+0.03 0.75 0.60+0.05 0.44+0.03
CICIDS-2017 1000 0.88+0.01 0.81+0.03 0.88:£0.04 0.96 0.84:0.01 0.11:0.05
1500 0.89+0.01 0.85 0.750.01 0.88 0.80+0.02 0.24+0.01
F 4 IDS REREBSHTEINTLL
Table 4 Comparison of IDS abnormal traffic analysis models
UNSW-NBI15 CICIDS-2017 CIDDS-001
B 4 52
Recall Precision F1-Score Recall Precision F1-Score Recall Precision F1-Score
DNN 0.66 0.86 0.75 0.99 0.97 0.98 0.96 0.93 0.94
RBMP 0.73 0.70 0.69 0.95 0.93 0.94 0.70 0.83 0.75
CNNI® 0.75 0.85 0.65 0.97 0.96 0.99 0.95 0.87 0.86
RNN! 0.82 0.81 0.73 0.92 0.99 0.87 0.82 0.81 0.73
CNN+LSTM™ 0.95 0.80 0.77 0.89 0.98 0.90 0.97 0.96 0.97
STGAT(ours) 0.88 0.98 0.92 0.80 0.89 0.85 0.89 0.85 0.87
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Table 5 Performance comparison of different anomaly detection models

Jrik AR EE 2N CICIDS-2017 UNSW-NBI15 CIDDS-001
GATv2" 0.81+0.02 0.86+0.05 0.84+0.02
3-GCN!'7 Recall 0.80+0.01 0.85+0.04 0.83

€ca
GANormaly®¥ 0.80+0.02 0.70+0.03 0.45+0.01
STGAT(ours) 0.87+0.05 0.88+0.01 0.88+0.01
GATv2P7 0.88+0.04 0.83+0.04 0.84+0.01
3-GCN!' Precisi 0.80£0.02 0.80+0.01 0.82+0.02
recision
GANormaly™* 0.97 0.98 0.88+0.01
STGAT(ours) 0.89:+0.04 1£0.03 0.95:0.06
GATv2" 0.84+0.05 0.85+0.05 0.84+0.01
3-GCNU7! Pl 0.80+0.02 0.82+0.02 0.83+0.02
->COore
GANormaly®* 0.83+0.02 0.81+0.01 0.60+0.02
STGAT(ours) 0.89+0.02 0.920.01 0.88+0.02
GATv2" 0.11£0.1 0.16£0.03 0.15+0.03
3-GCN!"7 FAR 0.12+0.3 0.19+0.03 0.16+0.02
GANormaly®¥ 0.5 0.5 0.7
STGAT(ours) 0.05+0.1 0.0120.2 0.0420.03
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Table 6 Attack node detection based on STGAT

g Accuracy Recall Precision AUC F1-Score FAR
CIDDS-001 0.83+0.02 0.84+0.03 0.79+0.04 0.87 0.81+0.05 0.20+0.10
UNSW-NB15 0.96+0.01 0.85+0.02 0.91+0.01 0.98 0.89+0.01 0.01+0.01
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Figure 5 Feature correlation weights
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Figure 8 Model performance comparison based on optimal subset and original subset

5 45t

AR SR T — P T 3 25 A 0 I
S3 19 44 (STGAT) S5 Kyl J v, AR wle 1 48 o s 2
7 AT 190 4% 7 S R PRV AE T R B,
P A S AT I 2547 S R I A . %R
o IR 25 3% B e SR B A AT 015 B, KR

R SR i LA Ry 1 2% A AT D o 2R ) R, A
I 2 PR T 0 I 4 STGAT [] B 11 5 & 1) 45 K R A LA
LG RAIE . BtAb, I F 8 AR A kAT
T AEZ AP R (0 2% 2 s i B B RS
SRR, ARSI THVEEITA SR h S e T
ftERE, 72 EdEE E F1-Score BIfEiAH] 0.9 /&
Ao REOI M, T AN [ (R I I R R RRE A R, AR



152 Journal of Cyber Security {7 224 2# )k, 2025 £ 9 H, 10 %, 5 5 ¥

CIDDS-001. UNSW-NBI15. CICIDS-2017 45 5,
A3 RIEL 30 B2y 300 FEFT 1000 F5 Ay s ) (7] ek (1 1)
PRHCELH T e R R LA BeAh, AT R
FIRILEARL GATV2, I & ) 2% (AT B)
AEBILE S A wbs ERIE LS, K52 Precision A
F1-Score B Ma¥x, Wikt T+ T 30%~40%; FAR
HH S R, WifE UNSW-NB15 $i#54E |, FAR M
0.16 FEAICA 0.01, UFB 7 A8 FH IR IA) A 5 ) B o) 32
AT 73 SR (P UK BE U 3 o e, fE UNSW-
NB15 fil CICIDS-2017 PN EHER M 45 AT T 4RFAIE
TEPETT 5 WA [RIREAE 7~ 52 0 S AST I i TR 5 1)
SEEG S IR, A R E IR BRI AR T AR, REfE iR
FHAE TR KO B2, I fig LA BE 2D R AiE 45 04 21 B 4
MIMNGRR . H TR AR ) @ = 24T (1) A
FHSKRIAE 0 T7 AR TS R R AE, AN ] e A7 71
E S~ B8 0 RS, R R T 2% S T G H ) U7 5K
AR RSCTT RURFAE; (2) U A AR IR AT A R AR I 5,
Q] g AR ZE TP Ay I Y A B3 S o 30 28 O 5 LS
MEEIASH, AR AT IA)

5% 30

[1] Ding X O, Yu S J, Wang M X, et al. Anomaly Detection on Indus-
trial Time Series Based on Correlation Analysis[J]. Journal of
Software, 2020, 31(3): 726-747.

(CT/NBR, Tt ERYE, &5 JETARSCHE 47 i Tl i 74
P[], ZA79R, 2020, 31(3): 726-747.)

[2] Srivastava A, Prakash J. Future FANET with Application and
Enabling Techniques: Anatomization and Sustainability Issues[J].
Computer Science Review, 2021, 39: 100359.

[3] Khraisat A, Gondal I, Vamplew P, et al. Survey of Intrusion Detec-
tion Systems: Techniques, Datasets and Challenges[J]. Cyberse-
curity, 2019, 2(1): 20.

[4] Sarhan M, Layeghy S, Portmann M. Evaluating Standard Feature
Sets towards Increased Generalisability and Explainability of
ML-Based Network Intrusion Detection[J]. Big Data Research,
2022, 30: 100359.

[5] Mayuranathan M, Murugan M, Dhanakoti V. RETRACTED
ARTICLE: Best Features Based Intrusion Detection System by
RBM Model for Detecting DDoS in Cloud Environment[J]. Jour-
nal of Ambient Intelligence and Humanized Computing, 2021,
12(3): 3609-3619.

[6] Nguyen M T, Kim K. Genetic Convolutional Neural Network for
Intrusion Detection Systems[J]. Future Generation Computer Sys-
tems, 2020, 113: 418-427.

[7] Almiani M, AbuGhazleh A, Al-Rahayfeh A, et al. Deep Recurrent
Neural Network for IoT Intrusion Detection System([J]. Simulation
Modelling Practice and Theory, 2020, 101: 102031.

[8] Zhao H, Shu H, Liu C G, et al. Research on Dynamic
Self-Organizing P2P Botnet[J]. Journal of Cyber Security, 2023,
8(2): 28-41.

OBS, &7RE, XK, 5. 30 BHE PP MR AR (A 1 &

9]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

HPEI]. 225K, 2023, 8(2): 28-41.)

Yin J, Cui X, Fang B X, et al. A Pollution-Resilient Hybrid P2P
Botnet[J]. Journal of Cyber Security, 2018, 3(1): 68-82.

(M, A, J7X, &5 AT R G P2P B M)
17 Bz 49k, 2018, 3(1): 68-82.)

Chen B F, Li J D, Lu X J, et al. Survey of Deep Learning Based
Graph Anomaly Detection Methods[J]. Journal of Computer Re-
search and Development, 2021, 58(7): 1436-1455.

(R, 2R 2%, po 6O, A JET-IR A% STIR Jl S Rl
REERI]. o/ ZHIWFIES K, 2021, 58(7): 1436-1455.)

Rashid AN M B, Ahmed M, Sikos L F, et al. Anomaly Detection in
Cybersecurity Datasets via Cooperative Co-Evolution-Based Fea-
ture Selection[J]. ACM Transactions on Management Information
Systems, 2022, 13(3): 1-39.

Yin Z N, Ma H L, Hu T. A Traffic Anomaly Detection Method
Based on the Combination of DAE and GRU[J]. Journal of Cyber
Security, 2023, 8(2): 11-27.

(YREVE, Bk, W%, 55T DAE il GRU 414 (R 57
WTFED]. EEZ259R, 2023, 8(2): 11-27.)

Liu X Q, Shan C, Ren J D. An intrusion detection method based on
multi-dimensional optimization of traffic anomaly analysis[J].
Journal of Cyber Security, 2019, 4(1): 14-26.

CRUBHAl, B2l AR, 55 FE T 90 2 g A2
K7 iE[T]. 7B L2571, 2019, 4(1): 14-26.)

Yao R, Xia S X, Zhou Y, et al. Spatial-Temporal Video Object
Segmentation with Graph Convolutional Network and Attention
Mechanism[J]. Journal of Image and Graphics, 2021, 26(10):
2376-2387.

(W, B, B, A5 A EU RN 28 55 T L A
Hbror B3], #EE R K57, 2021, 26(10): 2376-2387.)
Cheng K Y, Wu J X, Wang W S, et al. Multi-Person Interaction
Recognition Graph
Convolution[J]. Journal of Image and Graphics, 2021, 26(7):
1681-1691.

(HRHA, REE, T, & NS EER I 2 AL HAT
RN FRER EEFTR, 2021, 26(7): 1681-1691.)

Shu J G, Zhou L, Zhang W Z, et al. Collaborative Intrusion Detec-
tion for VANETs: A Deep Learning-Based Distributed SDN Ap-

Action Based on Spatio-Temporal

proach[J]. IEEE Transactions on Intelligent Transportation Sys-
tems, 2021, 22(7): 4519-4530.

Zola F, Segurola-Gil L, Bruse J L, et al. Network Traffic Analysis
through Node Behaviour Classification: A Graph-Based Approach
with Temporal Dissection and Data-Level Preprocessing[J]. Com-
puters & Security, 2022, 115: 102632.

Shen M, Zhang J P, Zhu L H, et al. Accurate Decentralized Appli-
cation Identification via Encrypted Traffic Analysis Using Graph
Neural Networks[J]. IEEE Transactions on Information Forensics
and Security, 2021, 16: 2367-2380.

LiY Z, Li R J, Zhou Z, et al. GraphDDoS: Effective DDoS Attack
Detection Using Graph Neural Networks[C]. 2022 IEEE 25th In-
ternational Conference on Computer Supported Cooperative Work
in Design, 2022: 1275-1280.

Zhao T, Jiang T W, Shah N, et al. A Synergistic Approach for
Graph Anomaly Detection with Pattern Mining and Feature



TRGEIN A H T P ) 0 46 R R IR S R

[21]

(22]

[23]

(24]

[25]

[26]

[27]

Learning[J]. [EEE Transactions on Neural Networks and Learning
Systems, 2022, 33(6): 2393-2405.

Wang Y, Lin X, Wu J, et al. Contrastive GNN-Based Traffic Ano-
maly Analysis Against Imbalanced Dataset in loT-Based ITS[C].
GLOBECOM 2022 - 2022 IEEE Global Communications Confe-
rence, 2022: 3557-3562.

LiJ D, Cheng K W, Wang S H, et al. Feature Selection: A Data
Perspective[J]. ACM Computing Surveys, 2017, 50(6): 1-45.

Ren J D, Guo J W, Qian W, et al. Building an Effective Intrusion
Detection System by Using Hybrid Data Optimization Based on
Machine Learning Algorithms[J]. Security and Communication
Networks, 2019, 2019(1): 7130868.

Saber A, Abbas M, Fergani B. Two-Dimensional Intrusion Detec-
tion System: A New Feature Selection Technique[C]. 2020 2nd In-
ternational Workshop on Human-Centric Smart Environments for
Health and Well-being, 2021: 69-74.

Binbusayyis A, Vaiyapuri T. Comprehensive Analysis and Rec-
ommendation of Feature Evaluation Measures for Intrusion Detec-
tion[J]. Heliyon, 2020, 6(7): €04262.

GuiN, Ge DN, Hu Z Y. AFS: An Attention-Based Mechanism for
Supervised Feature Selection[J]. Proceedings of the AAAI Confe-
rence on Artificial Intelligence, 2019, 33(1): 3705-3713.

Brody S, Alon U, Yahav E. How attentive are graph attention net-

works [J]. Proceedings of the International Conference on Learn-

TRERT T 2019 AL L ARBL T E
TREEANEIRAG 2 2B 0 o IRAE RO i 227
BT SENEAR L B AR L2 A7 B ST 40
B g4 BIAREINSE . BFTT A,
i 5RAL A ) CATE N LA BB - Email: sxs@

dlmu.edu.cn

OiEFE T 2015 EELE T RZEAE B
S PR BiR g e 2. AR KIE R
NG 37 = 1 N = | g B T 22 VAR 7 5
b ] e S S o R U 2 A R T S he
BFE: WAL a, T{EANTHGE. Email:

mrz@dlmu.edu.cn

BHRER T 2021 AT &R SRR AR
BIERARLA A2 LA IAE T
LN 3SR RS e AL g (i b <2 VAR 5
AR R BEHLAE . ML . BRI
A AN IFENA . Email:
qtgdlmu@qq.com

(28]

[29]

[30]

[31]

[32]

[33]

[34]

153

ing Representations, 2022: 1-26.

Vaswani A, Shazeer N, Parmar N, et al. Attention is all you need[J].
Advances In Neural Information Processing Systems, 2017, 30.

Lin T Y, Goyal P, Girshick R, et al. Focal Loss for Dense Object
Detection[J]. IEEE Transactions on Pattern Analysis and Machine
Intelligence, 2020, 42(2): 318-327.

Moustafa N, Slay J, Creech G. Novel Geometric Area Analysis
Technique for Anomaly Detection Using Trapezoidal Area Estima-
tion on Large-Scale Networks[J]. [EEE Transactions on Big Data,
2017, 5(4): 481-494.

Ring M, Wunderlich S, Griidl D, et al. Flow-based benchmark data
sets for intrusion detection[C]. Proceedings of the 16th European
Conference on Cyber Warfare and Security, 2017: 361-369.
Sharafaldin I, Habibi Lashkari A, Ghorbani A A. Toward Generat-
ing a New Intrusion Detection Dataset and Intrusion Traffic Cha-
racterization[C]. The 4th International Conference on Information
Systems Security and Privacy, 2018: 108-116.

Rajesh Kanna P, Santhi P. Unified Deep Learning Approach for Ef-
ficient Intrusion Detection System Using Integrated Spa-
tial-Temporal Features[J]. Knowledge-Based Systems, 2021, 226:
107132.

Yan K. Chiller Fault Detection and Diagnosis with Anomaly De-
tective Generative Adversarial Network[J]. Building and Environ-
ment, 2021, 201: 107982.

B T 2022 FAERNERFRA
HUNE AL R AT 27 o B K
IR N TR R B il L wiguol, of
FOGBESE: WAF N LR, S EIXH
B, EIAPZ M4 . Email: liping.yang@
dlmu.edu.cn

IRME T 2016 NS T K2#3R
o e V! Vi B N U = Ty N2 = Y S
SHEARE NI 25y, WS Ak T
5 N TR MLgsZ:2) . ML 224, Email:

tongbangjiang@foxmail.com

XK T 2005 SFAERER T RFEIET
HURRE 5 HR NI 20 B K
SERITE Y NE NI i Lo AU SN Co N
HAERI, WO ELS: AT AT
ENTARRE W% 2e, KEd. Email:
Ihb@dlmu.edu.cn



