H10%E 55 5B 24 % i Vol. 10 No. 5
2025 £ 9 H Journal of Cyber Security September 2025

ERZESEESTRIES HHHFI

x| BV g B
e R £ B TR e A R A oI 100093
2 oI R 542 i IS 100049

WE  Z0n iR s s 2 eV R A I TTE L —, RSN H A EETEIT 758 s 8Oy )3 P15 B ISR )
HFMRESNER . S ERIED D ATRAEI FOS D HF I Z 0 i 2] 7 EEER . KL S @ED AR, FATHE
FORC R B 22 0 ME R AT R (DPT), FATAR IS AR 7 %0 (8 eR B UM I, . DPT REFEZ — > S /R T R R, i
T DPT FEFE fVE BRI FE 702 B i) 22 /0 Pk it —J7 1], AT 70 WA R O B 1 — A Sk AR O3 2 3 A 1 22 201k
JREUER, JF HBETT T 245 B8 HOR Xt & e s Ha K22 7 ER IOV B . FRATIERT 1 X0 & 46 o0 UK s AR - 2 S R b, —
EAAE— NI a —» o BIRKZEDS R BATEIEY] TSR A H DPT SEFEA MM 1 FRFIEE, Azl 2y
rFE R, S VR R B RS, T EDY 1 AR E A B TN, TR AR R R = O T
T, T SERR IS AR 7 2 T R oK U, 0 BB 10 22 23 R 2R 0 A1 2 ol 7 PO REL R AR ML s, SEBILIE UBR FO R B PO A7 5 1 B
FHANTIAT o N T iz il B, AT B BT AT 22 70 MR, R HL 19 G 22 70 R 0 A R, SR AT 7 HS 7 PR A SR At
TOF AR SV . X T ARSI R 16 AN BT r LB R UL, MG ZRI TR IREER ¢ -2, WRIE R
JER ¢y - 27, Mo e, € Olog, r) - BABIBL, T LA B e P B T SEATLLE FT B 52 (0BR[] Py 13 280 B A 53 2L 1) 1) A 3 15
EEE.

KA pULER; E ol BES T B AR, AR

FEESES  TN918.1 DOI S 10.19363/J.cnki.cnl10-1380/tn.2025.09.13

A New Sight of Differential Cryptanalysis using DDT

LIU Hui'?, YANG Li'?

! State Key Laboratory of Information Security, Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2 School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract Differential cryptanalysis is one of the most effective methods of block cipher cryptanalysis. In this paper we
study the differential properties of key-alternating iterated block cipher with bijective round function from a new sight.
Differential Distribution Table(DDT) plays an important role in the differential cryptanalysis of iterated block cipher.
By analogy with DDT, we study the Differential Probability Distribution Table(DPT) of round function, and we find the
DPT matrix is a Markov matrix when the iterated block cipher is bijective. Then we study the differential properties of
block cipher by analyzing the properties of DPT matrix. On one hand, we provide some proofs concerning the differential
properties of block cipher and we focus on the special case when the round function is involutory. We proved that there
must exist a maximum differential probability in the form of o — « for block ciphers with involutory round function.
We also proved that if the DPT matrix of a block cipher’s round function has only two eigenvalues with value 1, then the
block cipher must have no high-probability differential after sufficiently many rounds. However, when the number of DPT
matrix’s eigenvalue with value 1 exceeds 2, the block cipher may have a high probability difference for any round. On the
other hand, for a practical block cipher, the dimension of its round function’s DPT matrix is so high that storing and com-
puting such matrix is infeasible. To settle this problem, we analyze the byte-oriented truncated differential probability and
construct Byte-oriented Truncated Differential Probability Distribution Table(TPT) of iterated block cipher to study the

byte-oriented truncated differential properties. For a r-round block cipher the block of which can be divided into 16 bytes

93792

or nibbles, it costs ¢, -2% in memory and takes c, in time to construct TPT, where ¢;,c, € O(log, ) . We can get

all the byte-oriented truncated differential information of the whole block cipher with high-performance computer in ac-
ceptable time at the present stage.
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involutory round function
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Table 8 Experiment result of 5-round Toy Cipher
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J 0 1 2 3 4 5 6 7
Ist 0 3 0 29 3 39 21 478
2nd 0 4 0 44 3 54 33 489
3d 0 3 0 34 3 53 24 493
4h 0 2 0 37 3 52 36 526
sum 0 12 0 144 12 198 114 1986

J 8 9 a b c d e f
Ist 0 40 37 500 31 547 505 7766
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sum 5 168 139 2094 164 2126 2049 30785
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Table 9 Experiment result of 5-round Toy Cipher’s
differential probability distribution
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Table 10 Theoretical result of 5-round Toy Cipher’s
differential probability distribution
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