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Abstract Cache side-channel attacks exploit differences in access delays to shared caches, revealing sensitive data with
high stealth and resilience against defense mechanisms. Additionally, the discovery of transient execution attacks demon-
strates that caches can serve as covert channels for transmitting information within transient windows. Therefore, compre-
hensive verification and security analysis of cache designs on processors are necessary to assess their susceptibility to po-
tential side-channel attacks. Existing evaluations and verification efforts concerning caches predominantly focus on basic
cache models, neglecting finer-grained features such as non-inclusive properties and cache coherence protocols. As nu-
merous side-channel attack techniques exploiting cache's finer-grained features have been unveiled, it underscores the in-
adequacy of traditional methods for evaluating and verifying cache side-channels. This paper introduces a formal verifica-
tion framework based on model-checking techniques, systematically validating cache designs and automatically detecting

BIWESE: T, -+, #d%, Email: wanghp@hit.edu.cn

AP A5 3 [ 5% T SE R TR H (No. 2021YFB3100902); [ 5K [ ARRHZIEE T H (No. 62072263); | A48 4B RS BRI L Seih %
FERBBEFTI0 H (No. 2022B1212010005); #RYITTIERAFFTE T (No. JCYC20210324132212030) % Bl

Weke H : 2023-12-11; &5 H #H: 2024-04-10; & Fr H #H: 2025-08-21



18 Journal of Cyber Security {7 224 2# )k, 2025 £ 9 H, 10 %, 5 5 ¥

potential side-channel attacks. To describe the behavioral model of the cache, we propose a finite-state machine-based
modeling approach for cache microarchitecture. This approach intricately outlines methods for abstracting and simplifying
cache-related operation instructions and features, significantly reducing the model's state space. Moreover, following the
idea of delay difference comparison, this paper defines the global safety properties that caches must satisfy to be immune
to side-channel attacks. Violations of these safety specifications by any instruction input sequence indicate a potential vul-
nerability. Additionally, we present a model-checking-based counterexample search algorithm that exhaustively explores
the cache's state machine model, uncovering all instances that breach safety constraints. This empowers the verification
framework with the capability to batch verify and discover side-channel attacks efficiently. The proposed verification
framework is applied to widely-used non-inclusive cache models on current processors and multi-core cache models con-
sidering cache coherence. The obtained counterexamples cover existing attack methods and reveal nine new attack me-
thods. The newly discovered attack methods can enable attackers to bypass some side-channel defense measures and pro-
vide victims with insights into vulnerabilities in the current cache design for targeted defense. Real processor testing vali-

dates the effectiveness of discovering new attacks presented in this paper.

Key words hardware security; formal verification; cache side-channel attacks; model checking
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4.2.2 BT AR E

AR A FRAR S AU RN 52 A7 (R AL AT 2
B, 1 5 DA 0 50 R 02 A7 O ) JEE 7R R ATAT R RL I
UAFYIRr

TR R Ar, BT RO AT AR E I
ol i 2 0 3L v I 45 SRR T A 5 HHs s i Py Ak
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F1 ELBREHIHMRERNENX
Table 1 Definition of the abstract type of the
operation address
Eiiipa
u R AN ) 1 32 5 U I KA ik, 9 e
LR RS & O b Uy ) ik, i 2
u Yy w HhERRAE T LU v, o BB TS
SEI L — AR AR ANV I SRAEWT o (K8 H TRl
Mok, DRI AR EAE VT u
a Ji B B 52 5 U ) AN
a ZHLHE AT REAE TR AT REANE T, P @ Fu 3L
P A Hhhk 2 i) £
b R a WL EIHHIF cache set 1)—ANMbdikdE S . b
b S HE— A IR A BV HE & L, T ok
FAWT u USRS T b KRS
d R a, b kit WK FIAH ] cache set B—~Huhl 4R
£, RS2 FH Vi L u DL a FRASL S L

Wbk 755

d HEZE1, V5] d HHAEIERAE LA e d R4
MBI 96 355 4 R

NIB X ALl @ ASTER]—A cache set fHBI:

NIB fro B AR AV L, TR TR AR

R u T AL

ff] cache set ml & ) RE UL b1k A HE T RS 25 K54,
UL FRATIHG BEAS G2 AL T I il B WIS 224747 (cache
line)o — N ISR FHFA RS 2 Hiu bk i 20 17 AH 7] 11
cache set, 73— AN FIFA % K4 H bk Wi E 2 1 AN [+
] cache set, IXAEAL AL LA oi 2% A7 A5 18 Kok 11 42
L. 28— NEAAAT R ML a FTTEIGEAEAT, 149%
AT TS . by d, DLEZSIRESWER £
IRARES) . Bl 1iE AL & C) RE RS DNEAFAT I
RefRE, H.C elab,d,f}o HoANEBTEAEAT
Lo I hE o WU 21 AN cache set FE AR YL RE, HAR
i C, KRBT A AT AL RPIRE, H C, e{NIB, f} .
VC, C, Addr Obj. (C, = Addr) A (Op =rd v Op = wr)
C, = Addr, Latency = fast

)
V(, C,.(Addr=NIB) A (Obj=V) A (Op=rd v Op = wr)
C, = NIB, Latency = x

3)
VC, C, Addr Obj. (C; = Addr) A (Op =inv) @)
C, = f, Latency = slow
VC, C, Addr Obj. (C, # Addr) A (Op =rd v Op = wr)
C, = Addr, Latency = slow

(%)

VC, C, Addr Obj. (C, # Addr) A (Op =inv) ©)
Latency = fast

VC, C, Addr Obj. (Op = Invany) )

Latency = x
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VC, C, Addr Obj.(C, = Addr = NIB) A (Op = rdUOp = wr)
Latency=fast

(®)

AN, G2 A7 IS AU A T8 3 B3 I I A] 4 28 S i
e AN, DR 0 AT T S A AR K S P S SR AT
R, AEIX LA A AR TR 2 AT I il 1 24K
I ) G ISP 3, i LR B IR Ry 7
AN PRE L, BRI K 22 B A I 1) A 38 K
it R X EIR P B Mg XA O
KA FA R s a0 eV AE4R2H, Wizt
AAE T A7, WEAE T, LBK “P7. Wi
HHEATEGE AR, 22 A7 W 2% 75 22 N A A7 I 2808
W, WEIBK “187, BLAMEAEAE L REIR AN E (1
b, HFEE x B8, 8 B EACRABI A 8 TR
[ —Lefg 0. FRATME AL & Latency £/RZAPIRA
HUXS T4 N FE 5482 J5 Pt 9 4838, H. Latency e
{fast,slow, x} o

Hh T ITERR, FATR SRS 1 = AR
RHAT RIS, $54 IR AR RN $5 4 (1584
HESRITIE 300058 o T ST 2 AT IR GAt I AL
Obj £/, HObje{V, AT}, BIHATHR & 165 1
AR HE . W E AT IX =FEo. 541
BAERMAI AR Op Kox, HM AT 1) E X
Op € {rd, wr,inv, Invany} . 54 A MR AE H AR &
Addr & o, HAR G AT 3CE SCH il b ik S8 Y
Addr e {a,b,d,u} o T HIFATTFUGE LLZAFHEIY 14
YRR X, HRpRIEAUWT, ML 1 J7 h Gk A
REPUAN, BT 7 RSV NG 1 —
AR B IR

TE S 2. (BAFBAEIR R HIE )

WA TR ERR 10T Lt A(2)~ A (®)E Lo

Hrh A0 2 HBATAT C) I HDIR A S
T Addr f N, 1 HERAESRMY Op D3 siE S IR IR,
B r4EiR Latency A fast, H C, FPIRZA SR B
Addr A7

NG SO SNSRI B E L NIB I,
RN 21 a Z ANAFAT, ATLAAKE B ERTE L.

ARG TE S M C Y HPRESET Addr i
AN, T HERERAL Op Dy kR B, t ) S8 3R
Latency 4 slow, KA SHATRIBRAEA I, AHLE T4
AEGATH NG DL, B AE G AT 5 S5 R A 4
T, IHATI RN . H C MPRESLBATRE).

A G SE AGAFAT C I E PR AT
Addr BN, T H RS B el E N, BTN Y
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GeAr AR . BIUILEEIR s, 1 H. G FPIRAS S K
F1 Addr #H A

ARO)VTE XN MGAAAT C A HTPIREASE
T Addr fN, T H AR R IR, 15 ] e
T ) s I ANTEZRAT T, BIRZRAFEAT € IR FFJ5UIR,
H. Latency 4 fast.

((prid, = Addr A Obj= A) v (pri¥] = Addr A Obj=V)) A (Op =rd v Op = wr)

ANRTIESCh: HIAERS A Invany I, &
Fill B 2% A7 T 3T A AH DR (W RRURR 38 4, G 2B 3R 1) 17
ARG

AEO)VTE X AT C, WPARS W T
ff) Addr #H 7] H#BEE T NIB, HB-A IS S 50tk
e, H Latency A fast.

Latency = fast 2
((pri4, = Addr v llc; = Addr) A Obj = 4) A (Op =inv) (10)
pri4, = f, llc, = f, Latency = slow
((Addr # priV; A Addr # 1lc,) AObj=V) A (Op =rd v Op = wr) (11)

pri¥| = Addr, llc, = Addr, Latency = slow

(Addr=d AObj= A Allc; #d) A(Op =rd v Op = wr)
lle, =d, pri4, = d, Latency = slow

(12)
(Addr=d AObj=AAllc, =d) A(Op=rd v Op = wr)
prid, =d, Latency = fast

(13)
(Addr =d 1 Obj=1) A (Op=rd) (14
priV, =d

bR g R T 7 A () A SO, S S
PRI IR 22 AR 5 A7 RN 2 SR 2 A7 — BRI 2%
AERETR I 0 %00 SR 3E Al 25 R e AT TR 1 ik e
FRFAE I AN — 2830 ()38 o {EF A b TATH
BT 2 4 cache set, (HIEFEZHEAFHAT, 2 4
cache set NAER/RITA T REMITE L. FRATAERLT 6
A~ cache set, UHEZEHINIAEEZADMNE 2 4
cache set, Hll: priV; € {a,b,d, f} FlpriV, € {NIB, f} -
Wik #H A ZAF AT 2 A cache set, Hi:
prid, € {a,b,d, f} M prid, € {NIB, f} . AL EAE 2
/N cache set kK #/x LLC w19 5 o, B :
lic, e {a,b,d, f} Flllc, € {NIB, £} « FIHFATHKE X
A0 B 2 PR AT R 4 A TR ORI AS e 46

EX 3. AFEE ZREFRIER ST )

A 2 REA AR XA KO~ A K (14)

Ferpr o (O s SCit W 4 Mok B2 B B AE AR
B U IR RO A7 iy P oBSCHiR I, IR “ PR

2~ R 10) R SRR B AT R4, HLH
PRHMEAEGEAF I, BEINSEIR Dy “187, th T EE —

Obj=AAOp=rdAAddr=anC, =IA(C) =EvC;,=E)

WEASPATIIBRERAE, KA SO B IX - .

2N I X R 7R 24 52 338 1) V5 Il A ar
A ZAFE LLC I, IEIAEiR 25554 “18” 1 HAA
HAFH LLC HPRSH L A A EAH [F] o (7]
P, Bk 2 BRAE () i rhoA DURRR B3 1R 900 v L2 2% i
ELUERS, 76 A TR

S 12) i SCIR 7R 24 Bedi D7 7] d stk
IR SXof 12 L STt S e AR 5 2 B R A IR R A 1 i
F2, 1 H I # w] CLYG ) il FA G247 A LLC 3K
BAE. I HIRA F 2 IS IBGE L, 2 LLC
XF IV cache set PR ASAIE d I, TEEPIR SRR L)
HEIRKy “187,

2 INA3) S SCRIU Ay b — AN R0 ) FH B i
RIFEVT ) SR AR I FE i, an S LLC H11#) cache set T\
22 Je N N IR SE IR HuE, TS5 im) B TR A PR,

AN I(14) 7R I 1 SO 52 35 5 U In) K% 4R
PR o AHSEFR 1323 3 I AN 2 E 87 I KE
£, RIS SCFESEBr Bl o NI I B e #2)7
AT AN AT R G R A R GV B2 Uy o) — LS AL,
NI 25 K5 52 55 38 FAAT G2 A7 T IR B B 25 0 XL
“RGED)” Kb ESI RSN TAEZ FHE L
Vi IRz 4R, HEHASXT LLC H PR =4 520,
Ry R Geis s BT v 1) st S AR 2, e HnT ks B
M NI GA-THIRZ, H& LLC ARIRK, Mtk
XFF LLC H 3o 1 9z e S nl DL o i HL el T &
GeiG s PIAE T, AT ICIENTS I LER, Ktk
FEIR TG LR . ARSHNN P B “ RGTE3)”
A LS RAA G2 A7 T B B B AT K2, XA S AT
AL B G A7 T IS A% B BE A% D 1) OB

(15)

C, =S,Cy, =S, Latency =slow

Obj=AAOp=rdAAddr=anC, =IA(C),=SACp =S)

(16)

C, =S, Latency = mid
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Obj=AnOp=wrAAddr=an(Cy, =SvCpn =Sv G =EvCp =E) (17
Cy=E,Cy =1,Cp =1, Latency =slow

Obj=AAOp=wr AAddr=an(Cyy =1 ACpy =1 AC, =E) (18)

C, =E, Latency = fast

T FRATRS 2 4% G2 A7 — BRI R AR 36 i 3203
GA7 b, FREE B AR . PR A A e ik )
(P A o B — Bk, R A7 — B
Yok AR 2 L N AE bk =B e ) . P DU AN Fi5 2 1)
Hudik Addr e {a,u,NIB} , iX HL S X 43 52 553 Uy ] 1)
bk w 5T a BEAET a TR TIERIERIATE:
Op € {rd, wr,inv, Invany} o iX B[] wr FF AR R IEXS
AR HAT B, T IRERES & L S #R R
TR o 7052 bR M A MG T S, AN R
I T 52 5 AN B A L b A AR,
9 S AT Ay O e S e BEAT AR K, A8 Ak T L
B SEIRG A S, MARRE “NEE” 7.
ARV A EBAN BEAE S A4 J2 117 3 =2 b bk 1 Bcdis 3k A T
U5, R ] DUTE TIOR8 10 S8 I RN 'S $AE ABLI
AT LLSZ W T R RAPIRAS IR 28R

AN TR — Bk Beh e e & 3 M
L, K Obje{d,V, T}, RINAFERAER K A% 0]
DL Mo # . 2 HElE AR Y . AT X 3 Mzl
PIEAERESME N 6 NEAFAT, BMROH 24
GEAPAT, RN HUIE a P AE R ATAT AL a 2
SN BATAT, B Cp €{S,E, I} « Cp, €{NIB, f} -
CoelSEL  C,eiNB,f} « CpelS,EL Al
Cr, €{NIB, f} o 1E a PH{EMZAHATS, BIWATKEE
Mz FHmAILE N e bR, Py IR AF AT P U
AR a, PITRATE R FHEAE o I —2URIRES:
S\ E\ I KRETRRGEAATH EAE, 1 H BT B
ATRE MO S AE, B ER T MRS X TR
TG, 2 —BMEA RGP ST INE 4R, A
%€ X: Latency € {fast,mid,slow,x}, JL" fast X WV
i i 1) 8L 5N BAAEATAG 2 L, mid $5
[F)J&7E LLC g, slow F IR AE AW A 12 Lo i
o, x FORAIE FPRAS o BT ORMG FaR I TR R
FR G TE XA AT A RO FI R AR S

EX 4. (BREF-BHNZSREFRIERS
15 X)

BerEiE X AR (15)~ AR (18)E Lo

AR(15) 8 SRR R: S — A% O B
IR ILFAT AL, 1 HAaz s i — 3RS
J E W, ABERES oy MAZER & AL AT A% D g2 A7
MAE LLC F3RHCE s, 2 e REdafeihisn itk k

IR, BN IREIR A slow e 3% A2 DA A Ab BE 2% P A7
AE—Flr “ERBRTI 2 WL, B SRR A — AR
A RO GRATRALAE, T2 %R O Z B
B ERRAEA S N R A RIEFIAE S, i
SESEIERECHER” o AL ) — %O SRR BRI,
T “EBIR” WUHIAELE, BRI LLC
(T CH 2 R T ), R 0 2 25 550808 i J FA AT A% 0
P LA TS SO B WFAA IR L2 W47
PS5 A% O I FAT AT

A(16)E LI R 24— MO B EUEL
AR A, 8RS S i T
SRS UL 2D H AR A Z BRI A, B
BNERAE, AR — A% 1R E s R AR SR A
A — AR ARATE BE BIAS, I 1) 28 A7 — Bk
KA —E 2R 3] LLC. AL BB T LN A S
RS — 22 T rEdRE, 6 LLC H g
Al — 5 AR, DR A AR O v SR S 1
I 23 N LLC e R BT At o XY B 2(b) IS DL,
R AR CRZS S B, M LLC A st B 1
Blo IR 2 ZiE SCREAR T A BRES i “HRERTH2”
Bl

A7) SO 2 7R 24 78 Bk 3 % AT
CERL” R, R AR AZ O B R A, A
T LR 3% SR B JC AR oK A AT T R B e i, Rtk
FEIRTEHLA slow.

23 (18) 7 SUIFT RN 2 7= 4 JLAth A% 00 (1) B 4 2
TERCIRAR I, i TR AT “ T A TR R RIEE
ST R R, R AT R b, SR
A fast.

A AN 8 Obj = 4 s L, RIBch 3 Ak
PG, FABAZ O B R ERAE 5 Bl #F A0 2B, A
IEA TR
43 ZEREMEX

R 11T SO0 T2 A7 H8 2 FAT A AL (1 4t S A
DL SCaTan, Hihl w RS2 BT ERAE IR 2
HE, B2 mT DLAE il AT i i e A S
EWIa v, Fvrye BIEBATE X A7 M5 iE Bt
() H FRmt AL 1 — 2 P A7 454 e 51 T L R 85 b i
u B TR . ARYE AT Huhk ) % 4518,
Mk PHUE R AT REAT 3 P dL: a, b, NIB. PRI
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AT w 3K 3 FRUE T OUA 3 AN, X3 A4
TR AR A N TR A HBE AN TR, 49 S % B 6 R 3
R LI IR o WL B 3 7 e m — P (R4 2 Ak
JETFRIN 3 AT IR GEIR 5e A AR R, )i B 2 3

AR AR HOIE A7 B, SR 3 AR
B B R A AR A AR 22 e, WL 5 W) LA A3 R
HERIA . HARTS S 4 PR, 7@ /Rl
M u ET a BIIEE PR, Y u WUE) b 835 NIB
I, IR AP o IS AT DURR S S 38 AR 3 X 73 H B35
Wk w ) EARMECRALT Flush+Reload ZRYH P H 4%
R Hae ). FEOG)TRRIIEOE Y u 55T a 5(
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Hou W] b I, TRIEE RO, 2 u BRI 2 NIB
VI 25 S A1 o (KA a RN b ki S W g 2 [F]— A cache
set [1], B8 LA cache set Jy BEA 3EA T4 B} gl 2
FAFEA cache set HLIARMKI VT ) LEIRHFELR, DAtk
Woki 2 vl DA 20t w WS 21 B AR cache set(ZRALL
T Prime+Probe BUili i feSLILIM 3 HERE 1) T El(c)
PR RGO 2 3 PGBl IR 58 A AH ), BB
B IVEX AL L w J& TS L, R
i k. deah, FH oA x, WAL h
AR L& 2 ANIANE RS, DRt SR Tov i) e Bt

RRP PP =

Latency=fast Latency=slow Latency=fast

Latency=slow Latency=fast Latency=slow

@

)

©

4 TREMEERMER
Figure 4 Output delay in submodule

WRAE LRI, A IR 24 E an T
R 3L 5. (RER B i 22 R ).
(L, =L)AL, # L)) VL, #L,) (19)
AL, # L)) = Attack = true
Hrp, L, LM Ly 730354 u %8F a, b F1 NIB

I 2 A7 AR AL I tH TR AE IR, Attack A8 & R R i fig
TRy LR EBEEA R — A TR A1 h)
KT AFEM B H%, K s — 7R R I
B IR W FEFH Vi) TR cache set, {HANRE
B AR DT al ik B8 AN PR ROR M A e
Sr PR EE I T WA L
5B 3 6(A M B ) 22 22 R ).
(Ly =Ly = Lyp) v (L, =x) Vv (L,
V(Lyp = x) = Attack = false
B2 ok X A TR A AR, B A
AR AL x CIRESIN, eV B
XF T fe B N B XA IR AIE T R 4 JR) 222 L,
BATFTALA CTL e X:
X T(CTL ZERTHER[RLERML).
AG — (Attack = true) (21)
b, A G S CTL A 078 5, 4 0 Kk B 1
A, FRRRN TS T T AR G NI Y
TR AT, 502 R T B A LR R A RS 2
FETGME T A o PR G 24 Jm 22 4 RV 2R 1 1 X
e 0T S T T A B AR L A RS AN BE

=0 20

oy Bk o
44 ROEREE

M EEAFAE AN L L A, BRI T B4
A o AR T (A R A 56 T H % ok X e —
Ao ABSERR b, —ANEAF T ERTRESE I A
Tk 7 XA I —Fh, MERATH H A2 3 522
ALV TP T AV e U T iy oK. an SRS
5o TR AR R — A5 R, A Bl & 2 iz
17, AR RN B A T 50 i 2 7y 2k,
M JCTEAR BB B A . AT T — T 1 i
AR, A2 AT LLAE— UK EGIE A 4t i 3 %
LU B, ZHEAE NuSMV TR 5l s,
AR AR 5 FiR.

NuSMV RS T — AL TR 2L check
AG_only KA ARLe A& AG FUNK) CTL #ARA
3, T G A A ST E X CTL £ 5 1) 56 E 7 2L
B FE B Z R B et BT, AL R
WA R BIIRE ST o EEIEIGRT 3 2B RIEARAS 1) 5K
AR, 55 4 IR AT E IR 5. 28 4 20
W RGeS AR RS T4 21008 38 [ 249 AR
BEREEE d, JE B SR TG T R W)
PRz 5 6 WS G 48 R i #2752 H
FFPRS TR, FIRIER- il i [0, d] T HREANE
B FIHFPRSES, ZEAPIRESHELT k-i
AL 2 Ja AR v DA RIE i R YRR - 28 7~10



SREAT S B TR R 10 ST AR TE T UL S0 E 55 Tt Rer )

TH6

\ 4

27

i i BDD AR 25 46 i 2%
FrKripkefi Al

!

A 4

BEUARYE S A W S84
FEATH YARESES
(curr_state) 2o [a) 5 — 2

HHER AT RS i ®
AR IRAS

A

WAz IS M B A RS
Ry, FFics YT 2 RAEm

»
=7

LEChstep

A\ 4
H45R, S List[step] T IRR S
O | Btk % EA N
Fricurr_state

J#hd

MRS Bk T
@ | AsfuRAs R L, K

(@)
FIMr(k=step>d &&
curr_state!=NULL)

A 4

@ | T AR BRI AT

A 4

T

BEEHE

List

W RGO, 1
Ei € [d, KT I0AN B F
© | mitk-ibz 5k
JRAFURAS 1512

@ | R —ADILFHIFL R

A4

RTINS 4 TP G T
@ AT RS R

FEA UL 25

FITAT BOARZS

5 ROERELRIEE
Figure 5 Flowchart of the counterexample search algorithm

IS AN A S S ARSI B e R
%, BT DRI d A PPIRSHENBA . 2 8 2
TR ARSI A 245 S P — 2P IR
BEAEE. B 9 DRRZZ RIS S RN N
HIPIRASSIEL List PR, RIS B LR EE
T PR 22 N ) e e mT LRIk 3 e 29 ACIR A I 2
B LRI IEESAE N curr_state FFTHEA LS
5510 PO AIWR AR T R, A RS
(D EAE d I k PYa Y, 7 H. curr_state AN 425,
OB T — 4 201818 [ A ARSI Bt v 41,
FEE 11 KO0 N oK. 2S5 5 12 BRI B
PR AT, RURAE 2 Hoe Tl T o
AIGE R 0 S R 58 B [ &R g8 I AR,

TR 05 8 DARSEEATIR, HEE T ARG+
P IRAS IR 45

5 X ULEIESRE SR

TAHE PRSI AR Fas AT A 56 T A,
o o SC T IR R AN R A2
51 LB SEFEIEEER

2 T AN A T A S R AT ISR UE
i R —FIEZBGEI R, S S
FORMBEE P, 55 =5 Wos iz Bah 2R A I CAf
L B ids @& AT R B Wit . MK nl DUE
HBATI B0 25 S vT LU FG AT 185 4% Flush+ Rel-
oad FEHI Flush+Flush Boohi, 1y LA FEAAK 5E
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Table 2 Attack sequence of normal non-inclusive

cache
- - PR S
G eIt Y5l P
AN >V, > 4,
Flush+Reload
Invany -V, — 4,
Flush+Flush A™ SV, > A™ AT Bk
Bernstein attack V,—=>V,=>V,
Prime+Prime+Probe A, >V, >V, =>4,
Evict+Evict+Reload Vy—> A, >V, > A4,
Evict+Evict+Flush V,—> A, >V, > 4™ Witk
Evict+Evict+Time V, =V, >4, >V,

W & B Bernstein Biilio [RIN), 301UE45 Sl
K W] Prime+Probe KUt & 47 H g 7 )
D SEIL, AHRIEANRESE IS R0 ) Beiti . 4, Fk
AT R I T — L85 A3 e ¥ i 2 A /D DB AR A e o
B A

P TR 3 AN M R R AT S A

(1) Prime+Prime+Probe Hili: 1% RHLli 7E 5K
TS S LT ARM ARFRES o 1 SE B U
) DK ARk, LLC P2 set H R USRS DK 1%
2o BUMTEARRL & A7, LLC P R BBUR S s 4k 9K
BN T HUZ H A AR U R Ak P
DA INF 2 PR — BEINF[R], 4540 52 3 3 R0 b 1) HoAl 3R
GG B VT 10 BAAT G2 A7 I 4 B s A% o s
B2 Vs ) REAE, I BUR SR A S P T 2%
ferfe SR FHH VT MRS b w 2 )5, BUhE iR
Vil IR AE . WSR2 FHH R T u, WIS A7
76T LLC H, S PRy In) 3K SR I () A48 . 51
] Evict+Evict+Reload F1 Evict+Evict+Flush 2 [#) B i
AL B BE

(2) Evict+Evict+Flush Bili: & BGHIH—2 N
FIH 2 EHZZON RGN o N2 5H
HREFAFTIRE ] LLC e )55 BBl v
)XY cache set FIIKIZAE, iz eR M bt KA H 2%
o {ESEBRBGE R, AL TR AT Z k. =
WP E A AR, R FHFH VI T H bk
u, WAHMHIE a gl 2B B2 47 b, & Wbk o
AEG AT . Z RSB TEEE WA clflush 454
BRI AL @ B, Wi o WohEfEZEAr ., M BR
WFRRIE N B o [RZ A7 H AR ANTESE A7 R, %
i) B e ) S P B R

(3) Bvict+Bvict+Time X ii: HAH —PHITR
FHH MR, eI BLES B A7 70 T FA 22 AF 1 LLC

L NP AEE by ANINE R E R
YR, [ I Tk A o T A2 ] A e B R RE AL
HRIKIR AT o I Ja PR IAT 3235 B RS, W u
M d FTAER) set AHSE, WIVF RN RISENG . ez, Bl
H RO A A LE R LLC HE, b
RZHHEPIT R

FR AR HFEY] T B2 AR5 A AR
A REZ 32 2L T FI IO Sk, IX L ut ] 7
UL TR A A5 () e A A7 B P E SR S i i
FEAE LR 2 421 o
52 ZFHEHIMTEERIEIESR

R 3 RBAVEXHIE AT BN 2 HGAT I
LAl 8

NHEEATR LRI 3 A S, Bk b
TR B IRB A Bk (R A I R

x3 MAERGE-BMKEFY
Table 3 Attack sequence of exploiting cache cohe-
rence

KA AT B
i
B

W R OH MG St

AN 54, >V, > 4"
AN 5 A, >V - 4,
A™ 54, 5V > A BT
A, -V >4,
AN SV, - A™
X AN >V, > 4Y
AN SV A
AN Sy A WL
A >V, > A
A >V —> A4,
A >V > A
Y >V, >4,
">V >T, > A4, BT
A, -V >T, >4,
A™ SV ST, > A, Bt
AN ST, >V, >4, Wi

w w
Aa % Vll % 7:1 % AU

(DA™ ST, >V, > 4, ERBERENE L
W H bR B0 70 AL B 16 DT AT AR 4 R B, I I
b 540 0 Ak PR 25 PR R A7 P A TP PIRAS o 26
A, AR GO 1% B bRk 55 =0 A2
HHVATV Ao BRI A2 FH T ] bl w 25T
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Huhk a, W2 HEE TR G ZO M —BEIRES Shared .
WHREA VN, W52 EZHZORPRE N Invalid, KL
K UIRZA Exclusiveo $5¢ i FHBHE 2 4% o0 B bx
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pabilities of different verification frameworks
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Table 5 Pseudo code of SpectrePrefetch attack
Algorithm 1:Pseudo code of SpectrePrefetch attack

0 function victim_function(addr) {

1 /* pin victim thread on other core that different from
2 main procedure. */

3 sched_setaftinity(0, other core);

4 if (addr < arrayl_size)

5 array2[arrayl[addr] * 512] = 1;

6

}
7
8 function main( ) {
9 int array2[256 * 512];
10 int array1[16] = {1};
11 int junk;
12 uint64_t time, latency;
13 char *secret = “S”;
14
15 /* prime the array2 */
16 for (int i = 0; i < 256; i++) {
17 junk += array2[i * 512];
18 }
19
20 /* begin to poison the branch predictor. */
21 for (inti=0;1<9; i++) {
22 victim_function(0);
23 }
24
25 /* speculative access to secret data. */
26 victim_function(secret — (char*)arrayl);
27
28 /* determine the secret data just visited by timing the
29  prefetch operation of array2. */
30 for (int i=0; i < 256; it++) {
31 time = rdtscp();
32 __builtin_prefetch(array2[i * 512]);
33 latency = rdtscp() — time;
34 if (latency > THRESHOLD) {
35 /* the current i was just visited that equal
36  to the secret ‘S’. */
37 } else {
38 /* the current i has not been visited. */
39 }
40 }
41 return 0;
}
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