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Abstract The arrival of the big data era has made image data information on the network increasingly rich, and there are
also more and more tampered images. In order to distinguish between tampered images and original images, image tamper
detection methods are emerging one after another. Although tamper detection can locate the tampered area of an image, it
still cannot understand the original image and the semantic information expressed by the original image. To address the
aforementioned issues, this paper proposes a forensic restoration image model based on Generative Adversarial Network
(GAN) image semantic guidance. For the first time in a tampering environment, image restoration was carried out using
two tampering methods: copy move and concatenation tampering. This model utilizes GAN network adversarial training to
obtain a trained generator for image forensics and restoration work. The model utilizes an image semantic recognition
module to provide semantic features of the original image, guiding and constraining image restoration in a tampered envi-
ronment. This ensures that the repaired image follows the semantics of the original image, and the generator does not ex-
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cessively beautify the image, thus achieving the goal of restoring the real image. In the GAN network, this model conca-
tenates the images repaired by the generator with corresponding position masks and then puts them into a discriminator,
making the image have more real pixel regions. This can train a more rigorous discriminator, ultimately making the images
generated by the generator more realistic. The model sets a forget gate before the semantic recognition module and gene-
rator feature concatenation, allowing the model to choose appropriate semantic guidance intensity according to its own
needs, making the repaired image more realistic. Our extensive experiments on three datasets have demonstrated the feasi-
bility and effectiveness of the proposed model in pixel level image restoration.

Key words GAN; forensic repair; image caption; image tampering; semantic guidance
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Table 1 The impact of each module of the proposed
model on the training results
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Figure 6 Line chart showing the impact of prior
model guidance modules on the training set Loss dur-
ing the training process
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Figure 8 Image text prediction effect diagram, where the first column is the vacant image to predict text informa-
tion, the second column is the detection effect of the model trained using MSCOCO complete images, the third
column is the detection effect of the model trained using MSCOCO after rectangular deduction, and the fourth
column is the detection effect of the model trained using Casia mask after deduction
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Figure 9 The first column is the vacancy map, the second column is the repair effect map of the model without
forgetting gates, and the third column is the repair effect map of the model with forgetting gates present
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Table 2 SSIM and PSNR scores of image restoration
models on three datasets:Casia,Nist16,and RTD

g/ SSIM PSNR
Casia 0.961 30.268
Nist16 0.938 26.246
RTD 0.948 27.869
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Figure 11 Comparison of image restoration effects,

where the first column shows the restoration effect of

the ordinary image restoration model, and the second

column shows the restoration effect of the model pro-
posed in this article
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Figure 12 The text recognition effect of the restored image is shown in the first column. The first column shows
the text recognition effect of the ordinary image restoration model, and the second column shows the text recogni-
tion effect of the model proposed in this article
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Table 3 Comparison of PSNR and SSIM values on Table 4 Comparison table of training process time
the Casia dataset complexity
PSNR SSIM YNGR B il ()
Pathak™ 20.657 0.762 Pathak™ 12.95
Liu® 22.684 0.836 Liu® 13.24
Nazeril 23.984 0.875 Nazeri® 12.74
Proposed 30.268 0.961 Proposed 12.25
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Table 5 Comparison table of test process time

complexity
DR GK I BT IR ) ()
Pathak!"”! 0.035
Liu® 0.046
Nazeri® 0.031
Proposed 0.025
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Figure 13 The restoration effect display of the model proposed in this article. The first column is the tampered
image, the second column is the vacant tampered image after deducting the tampered mask, the third column is the
repair effect image of the algorithm proposed in this article, the fourth column is the repair effect image of the or-
dinary image repair algorithm, and the fifth column is the original unmodified image
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